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Version history

Version 1.0 of 14 August 2019

e Thefirst version of the guidance

Version 1.1 of 10 January 2020

e Section 2.5: Incorporation of the nofe that the Danish Gambling Authority does not super-
vise compliance with section of the AML Act 36.

e Section 2.5.4: Incorporation of a new section on the Danish Gambling Authority’s right fo
deny establishment of or sef rules on special conditions for subsidiaries, branch offices or
representative offices in Denmark.

e Section 2.5.5: Incorporation of a new section on the Danish Gambling Authority’s obligation
fo give general feedback to the Danish Financial Infelligence Unit.

e Section 5.1: Incorporation of a new section on the gambling operator's responsibility of no-
fifying and sending in information to the Danish Gambling Authority if the operafor wants
fo establish a branch office or a representative office in a high-risk country.

e Section 6.2.2: Additional description of what is meant by a “reliable and independent
source”.

e Section 6.5.1.4: Incorporafion of a nofe to land-based casinos and retailers of land-based
befting on enhanced customer due diligence procedures for customers residing in a high-
risk country.

e Section 6.6.1.4: Incorporafion of a note to refailers of land-based betting on enhanced cus-
tfomer due diligence procedures for customers residing in a high-risk country.

e Section 8.1 and 8.2: Incorporation of new section 25(1) and (2). Current subsections 2 and
3is hereafter subsection 3 and 4.

Version 1.2 of 2 June 2022

e Relevant references fo legislation are updated.

¢ All menfions of the State Prosecutor for Serious Infernational and Economic Crime are re-
placed by the Special Crime Unit or the Danish Financial Infelligence Unit.

e New section 2.1.2 on the Anti-Money Laundering package in the EU.

e Section 2.5.2 on the Danish Gambling Authority’s supervision is updated.

e Section 6.7.5.1 is elaborated in relation fo enhanced requirements for monitoring of PEPs,
family members and close associates of PEPs.

e Section 8.3.5 on suspension of fransactions. A paragraph on the new section 26(4) of the
AML Act has been added.

e New section 9.1.4, on how long information must be stored. The former sections 9.1.4 and
9.1.5 have thereby become sections 9.1.5 and 9.1.6.

e New section 11.3.3 on disclosure of information to an operative collaborafion forum.

e Footnotes have been added fo relevant sections including information on the requirement
for an address, which will be removed from the Executive Order on online casino and the
Executive Order on online betting as of 1 July 2022.

o Afew other sections are elaborated fo ensure a better understanding.
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Version 1.3 of 14 July 2023

e Secfion 2.2.2 on executive orders is updated with regard to items 2, 3 and 4

e Secfion 2.3.1 on national risk assessments is updated with the newest version.

e Section 2.3.2 on supranational risk assessments is updated with the newest version.

e Secfion 3.2.3 on land-based betting is clarified with regard fo infernal and external retail-
ers.

e Section 5.2 in fraining is updated and clarified.

e Section 7.2.4 on outsourcing is updated and clarified.

e Section 8.3.3 is updated with the newest version of the executive order.

e Sections dealing with the requirement for an address have been amended since the re-
quirement for an address has been removed from Executive Order on online casino and
Executive Order on online betting as of 1 July 2022.

Version 1.4 0f 31 May 2024

e General update of phrasings and layout in all sections.

e The term “fixed business relafionship” has been replaced with “business relationship”.

e The term “occasional customer” has been replaced with “one-off transactions”.

e The terms “player” and “guest” have been replaced with “customer”.

e Section 2 on regulafion has been shortened.

e Section 3 on risk assessment is updated and elaborated.

e Section 4 on policies, business procedures and controls has been updated and
elaborated.

e Section 6 on customer due diligence procedures has been updated and elaborafed.

e Section 7.3 on oufsourcing is updated and elaborated.

e Section 8 on the obilgation fo investigate has been elaborated.

e Anew section 9 has been added in which the obligation to report, previously addressed in
section 8, is addressed separatly. The content has been updated as well. Consequently,
the previous sections 9-10 are now sections 10-11.

e The previous sectfions 2.5 on the Danish Gambling Autority as a supervisory authority,
section 11.3 on the Danish Gambling Authority’s duty of confidentiality and section 12 on
reactions for non-compliance with the AML Act have been moved to a new guidance on
the Danish Gambling Authority’s AML supervision.

e The previous sectfions 11.1 and 11.2 on the duty of confidentiality has been moved to
section 13.

e Anew section 12 has been added that deals with financial sanctions, which previously
appeared from section 2.5.

The Danish Gambling Autharity emphasise that in case of any discrepancies between the original Danish fextand
the English translafions of the Guidance on preventive measures against money laundering and financing of terror-
ism, the Danish fext shall prevail.
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1.1 Infroductfion

This guidance is aimed at gambling operators, their employees, and other relevant stakehold-
ers. The guidance is a supplement to the Danish Financial Supervisory Authority’s (The Dan-
ish FSA) guidance on the Act on Measures to Prevent Money Laundering and Financing of
Terrorism (the Anti-Money Laundering Act, hereinafter called the AML Act)*, and it is therefore
recommended that gambling operators read this guidance for more detailed information on
specific issues.

The rules on measures fo prevent money laundering and financing of terrorism in the field of

gambling will contribufe fo combating crime by

¢ limiting the possibilities of abusing the gambling industry for the purposes of money laun-
dering and financing of terrorism,

e easing police investigation of crime, and

e preventing the refurn of the proceeds of criminal activity fo the legitimate economy.

This guidance provides guidelines for and interpretations of how the rules of the AML Act
should be met by gambling operators. In the areas where it is left to the gambling operafor to
carry ouf a risk assessment, the guidance includes instructions on how fo be compliant.

The rules on measures fo prevent money laundering and financing of ferrorism are risk-
based. The risk-based regulation of the AML Act ensures the foundation for gambling opera-
fors to efficiently focus their efforts in areas where the risk of money laundering and financing
of terrorism is the greafest.

A risk-based approach requires that gambling operators have a good understanding of the
risks involved, and that the gambling operafors are capable of exercising sound judgement.
This requires building up expertise, for example through fraining, instruction, professional ad-
vice, and “learning by doing”.

The guidance is divided info fopics and follows the system from the AML Act. The rules of the
AML Act apply to all types of gambling offers fully covered by the AML Act. There may be
cases where special rules apply to a specific type of offer, for example land-based beffing. In
such cases, the specific offer is dealf with in separate sections.

1.2 What is money laundering?

Section 3 of the AML Act contfains a definition of what is meant by money lundering:
1. To unlawfully receive or obfain for oneself or others a share in profits or means obfained through criminal offence.

2. To unlawfully conceal, store, fransport, assist in the disposal of or otherwise subsequently serve fo ensure the eco-
nomic profits or means obfained through criminal offence.

3. Affernpt at or parficipation in such actions.

There is no friviality limit for when a condition is covered by the definition of money launder-
ing.

The AML Act's definition of money laundering, section 290 of the Criminal Code on receiving
stolen goods, and section 290 a on money laundering must all be viewed as a whole.

* Regler for hvidvask (finanstilsynet.dk) —no. 2
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Secfion 290

Any person who unduly accepts or obfains for himself or for others a share in proceeds obtained by a criminal of-
fence and any person who unduly, by hiding, sforing, fransporting, assisfing in disposal a criminal offence and orin a
similar manner later acts to secure for another proceeds of a criminal offence is guilty of handling sfolen goods and is
liable fo a fine or imprisonment for up fo one year and six months.

(2) The punishmentf may increase fo imprisonment for six years where the handling of stolen goods is parficularty
aggravating, parficularty due fo the commercial nature of the offence or as a resulf of the gain obfained or infended, or
where a large number of offences have been commitfed.

(3) Punishment pursuant fo this provision cannot be impased on a person, who accepts profits as ordinary subsist-
ence from family members or cohabitants, or any person, who accepts profits as a normal payment for ordinary
consumer goods, arficles for everyday use, or services.

Section290a

Any person who converts or fransfers money that is directly or indirectly the proceeds of a criminal offence with the
purpose of hiding or obscuring the illicit source is guilty of money laundering and is liable fo a fine or imprisonment for
up fo one year and six months.

(2) The penatty may increase fo 8 years' imprisonment when the money laundering acfivity is very serious, especially
because of the crime’s commercial or professional character or as a conseguence of the achieved or infended bene-
fit or when a greater number of crimes have been committed.

1.3 What is financing of terrorism?

Financing of terrorism is also defined in the AML Act.

Section 4 includes a definifion of financing of fenrorism

In this Act, financing of ferrorism means financing of terrorism as defined in the section 114b of the Criminal Code
with regard fo actions covered by secfion 114 of the Criminal Code.

The definition corresponds to the definition of terrorism in section 114b of the Criminal Code
with regard fo offences covered by section 114 of the Criminal Code.

Section 114b

Any person who

1) directty or indirectly provides financial support fo;

2) directly or indirecty procures or collects means to; or

3) directly or indirectly places money or other assefs or financial or other similar means at the disposal of; a person, a
group, or an association, which commits or infends to commif acfs of ferrorism as included under secfion 114 or sec-
fion 114a of this Act, is liable fo imprisonment for up fo twelve years.
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2.1 Financial Acfion Task Force

Financial Action Task Force (FATF) is a worldwide organisation consisting of more than 200
countries and jurisdictions that have committed themselves to letfing their respective efforts
against money laundering, financing of terrorism and proliferation financing be evaluated by
assessors supported by FATF's secretariat located in Paris. Denmark has been a member
since 1991.

FATF has adopted 40 recommendations on prevention and combat of money laundering and
financing of terrorism. As a member state, Denmark is obligated to comply with FATF's 40
recommendations.

22 EUrules

221 Anti-Money Laundering Directives

The EU Commission is a separate member which indirectly implies that all EU countries must
carry ouf FATF’'s recommendations.

The rules on measures fo prevent money laundering and financing of terrorism are subject fo
ongoing expansions and revisions since the first Anfi-Money Laundering Directive was fabled
in 1991.

Anti-Money Laundering Directives so far

1st Anfi-Money Laundering Direcfive of 10 June 1991

2nd Anfi-Money Laundering Direcfive of 4 December 2001
3rd Anfi-Money Laundering Direcfive of 26 Ocfober 2005
4th Anti-Money Laundering Direcfive of 20 May 2015

5th Anti-Money Laundering Direcfive of 30 May 2018

For more information about future EU legislation, please see the Danish Financial Supervisory
Authority’s website.

2.3 Legal framework

231 The Anti-Money Laundering Act

This guidance is based on Consolidafion Act no. 316 of 11 March 2022 on Measures fo Pre-
vent Money Laundering and Financing of Terrorism (The Anti-Money Laundering Act) with
subsequent amendments.

The Act is an implementation of the 4th and 5th Anti-Money Laundering Directives. The Act

also implements parts of the international standards from the Financial Action Task Force
(FATF) from 2012 as amended.

23.2 Executive orders

In accordance with the AML Act, the following executive orders have been issued among
other things:
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1. Executive Order no. 727 of 9 June 2017 on partial exemption of certain games from the
AML Act. See section 2.6 on partial exemption of cerfain games.

2. Execufive Order no. 657 of 26 May 2023 on submission of notifications efc. to the Danish
Financial Intelligence Unit. For more information, see section 9 on submissions.

3. Executfive Order no. 658 of 30 May 2023 on reporting and publication of information on
domestic politically exposed persons. For more information, see section 6.5.3 on politi-
cally exposed persons (PEPs).

4. Execufive Order no. 431 of 11 April 2023 on transactions covered by the fast-frack
scheme for reports on money laundering.

2.4 National and supranational risk assessments

Both national and supranational risk assessments, guides etc. are published. The gambling
operator must include these in the risk assessment that must be carried out based on the
gambling operator's business model.

2.4.1 National risk assessments

The Danish Financial Intelligence Unit publishes a national risk assessment in relation fo
money laundering. The assessment deals with and identifies particularly risky areas in all obli-
gafed secfors. The lafest risk assessment is available as a link on the Danish Gambling Au-
thority’s website under the menu “Prevention of money laundering”.

Similarly, the Danish Security and Intelligence Service prepares a nafional risk assessment in
relafion fo financing of terrorism. The most recent risk assessment is also available via a link
on the Danish Gambling Authority’s website under the menu “Prevention of money launder-

ing”.

2.4.2 Supranational risk assessments

The EU Commission publishes a supranational risk assessment. The risk assessment identi-
fies, analyses, and evaluates money laundering and financing of terrorism risks that affect the
Single European Market and relates to cross-border activities at a pan-Union level. The risk
assessment contains the key risks to the Single European Market in a wide range of secfors
and the horizontal vulnerabilities that may affect such sectors. Against this background, the
document provides an indication of the mitigating measures to be followed at EU and na-
fional level to address these risks and fo make a number of recommendations to the various
obliged entities and authorities. The latest supranational risk assessment is available as a link
on the Danish Gambling Authority's website under the section on “Prevention of money laun-
dering”.

Read more about inclusion of nafional and supranational risk assessments in section 3 on risk
assessment.

25 Games covered by the AML Act

Section 1(1) no. 19 of the AML Act states that gambling operators are covered by the law
when the provision of gambling is commercial. This means that all games provided pursuant
fo the Act on Gambling are covered.

The prerequisite that the game must be offered commercially means that e.g,, poker offered
in accordance with the Act on Poker is not covered by the AML Act.
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It is also required that the operator is established in Denmark fo be covered by the law. Gam-
bling operators with a Danish licence are considered established in Denmark and are thus
subject to the AML Act™.

The following licence types according to the Danish Act on Gambling (games offered in Den-
mark) are covered by the AML Act:

e Betting, both l[and-based and online, cf. section 11

e |and-based casinos, cf. section 14

e Online casinos, cf. section 18

e Online casino, cf. section 42(4) cf. section 18 (revenue-restricted licence)
e Betting, cf. section 42(4) cf. section 11 (revenue-restricted licence).

Likewise, persons and companies established in this country are covered, if they provide
games corresponding to the games covered by the Danish Act on Gambling sections 11, 14
18 and 42(4), but where the offer is not aimed at Denmark.

26 Partfial exemption of certain games

Section 1(7) of the AML Act contains an option for the Minister for Taxation fo exempt games
from the AML Act either wholly or in part if the game is deemed fo pose a limited risk of being
misused for money laundering or financing of ferrorism. However, the option cannot be used
to exempt casino from the AML Act.

The legal basis® is used to partially exempt the following games in the Danish Act on Gam-
bling:

e |ofteries provided pursuant fo section 6.

o C(lass lofteries provided pursuant fo section 8.

e Charity lotteries provided pursuant to section 10.

e Local pool betting provided pursuant fo section 13.

e Gaming machines provided pursuant to section 19.

e Manager games provided pursuant fo sections 11 and 42(4) and (5).

e Games provided pursuant fo sectfions 9-15 in the Executive Order on public amusements.
o Confests where participation fakes place by sending an SMS or similar.

e Online bingo provided via television.

The games above exempted from the AML Act are thereby not subject fo several of the AML
Act's obligafions. However, gambling operafors are subject to the disclosure obligafion pursu-
ant to section 26(1), (3) subsections 1 and 3, (4), (5), (6), section 36(2), (3), and (4), and sec-
fions 37 and 38(1) and (2).

Although most of the requirements in the AML Act for customer due diligence procedures
and the obligations fo investigate and register do nof apply to the provision of these games,
gambling operators are sfill obligated to notify the Danish Financial Intelligence Unit if they, in
connection with their provision of gambling, acquire information of or suspect money laun-
dering or financing of ferrorism is taking place.

It means that the Danish Gambling Authority can also supervise the gambling operators’ com-
pliance with the obligations fo which they are subject in accordance with the Act.

2This appears from the FT 2016-17 L41 Report on the proposal for the Act on preventive measures against money laundering and
financing of terrorism (The Anti-Money Laundering Act) issued by the Business, Growth and Export Committee on 30 May 2017,
pages 9-10.

3 See the Executive Order no. 727 of 9 June 2017 on partially exemption of cerfain games from the AML Act.
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Read more about the Danish Gambling Authority as supervisory authority in the guidance on
the Danish Gambling Authority’s AML supervision.

Please see section 9 for more information of the gambling operafors’ obligation fo report.
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31 Infroduction Section 7 of the

The gambling operator must identify and assess the risk that the gambling operator's busi- AML ACT
ness may be misused for money laundering and financing of terrorism. The gambling opera-

tor's risk assessment must be based on the gambling operator's specific business model. It

appears from section 7(1) of the AML Act.

The purpose of the risk assessment is to provide the gambling operator with a useful tool that
gives the gambling operator an overview and an understanding of where and fo what extent
the gambling operator is exposed fo being misused for money laundering or financing of ter-
rorism and what measures are necessary fo limit the risks.

It should be noted that the gambling operator's risk assessment is a prerequisite for the gam-
bling operator's policies, business procedures and controls, as mentioned in chapter 4, fo be
considered adequate.

The Danish FSA's anti-money laundering guidelines include a model that illustrates the pro-
cess from the identification of the gambling operator's inherent risk to the identification of the
risk that remains once the gambling operator has developed policies, business procedures
and controls”. The risk that remains is referred to as the residual risk.

The residual risk is the risk that remains in the gambling operator's business after the gam-
bling operafor has implemented mitigating measures fo limif the inherent risk of the business
being misused for money laundering and financing of terrorism. The residual risk is thus the
risk that the gambling operafor runs of being misused for money laundering and financing of
ferrorism.

Therefore, a high inherent risk in the gambling operafor's business does not necessarily mean
that the company's actual risk is high if the gambling operator has effectively implemented

mifigating measures that ultimately result in the gambling operator's residual risk being low.

Below is a similar model fo illustratfe this in this guidance as well.

The gambling operator's business model

8

The gambling operator’s inherent risk of
being abused for the purposes of money
laundering or financing of terrorism

4

The gambling operator’s policies,
procedures, and confrols

4

The gambling operator’s residual risk

“The FSA's guidance on the Act on preventive measures against money laundering and financing of terrorism (the AML Act), page
25.
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As the model above illustrates, the gambling operator must first and foremost know its busi-
ness model in order to identify and assess the inherent risk of being misused for money laun-
dering and financing of terrorism.

The risk may change if the gambling operator changes its business model, and there may be
anincreased or decreased risk as a resulf.

The gambling operator's policies, business procedures and controls are the company's miti-
gafing measures, i.e., the measures the gambling operator fakes to effectively prevent, reduce
and manage money laundering and financing of terrorism risks. For example, the gambling
operafor can mitfigate its inherent risk by having effective writfen procedures in place that de-
scribe the measures the gambling operafor has taken to mitigate the risk associated with dif-
ferent aspects of the gambling operafor's business model. For example, risks associated with
the gambling operafor's customer types or similar.

3.2 Theinherent risk

When the gambling operator has to risk assess its business model, it means thaf the gam-
bling operator must identify and assess the inherent risk of being misused for money laun-
dering and financing of terrorism. This means that the assessment of the risk must be made
without faking info account the mitigating measures that the gambling operator has imple-
mented to limit the identified risks.

The gambling operator must therefore not include in its risk assessment, for example, the fact
that the gambling operator implements customer due diligence procedures or has imple-
mented other mitigating measures.

3.3 Identifying and assessing risk factors

The risk assessment of the gambling operator's business model consists of two sub-ele-
menfs - idenfification and assessment of risk factors.

The gambling operator must therefore first and foremost identify all relevant risk factors asso-
ciated with the gambling operator's business model. In order for the gambling operator fo
identify the relevant risk factors that may affect the gambling operator's risk of being misused
for money laundering and financing of terrorism, it is thus a prerequisite that the gambling op-
erafor has conducted a thorough analysis of its business model and understands the vulnera-
bilities of gambling services in relafion fo money laundering and financing of terrorism.

The scope and confent of the gambling operator's risk factors depend on the nature and size
of the gambling operafor and how the gambling operator has chosen to organise its business
model.

When identifying relevant risk factors that may be associated with the gambling operafor's
business model, the gambling operatfor shall take info account the national and supranational
risk assessment and other relevant sources.

It can be challenging for the gambling operator fo understand which aspects of the gambling
operafor's specific business model may pose a risk in relation fo money laundering and fi-
nancing of ferrorism. In this confext, the nafional and supranational risk assessment must
support the gambling operafor's acquisition of knowledge about sector-specific risk factors.
Similarly, other relevant sources, such as this guidance, should help the gambling operator to
identify all relevant risk facfors associated with the gambling operator's business.
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Once the gambling operator has identified its inherent risk factors, the gambling operator
must, based on a holistic approach, assess to what extent the identified risk factors cause the
gambling operator to be misused for money laundering and financing of terrorism.

The gambling operator is generally free fo choose how the assessment of the inherent risk
factors is expressed. For example, the gambling operator can choose to weight the individual
risk factors and then classify them as either low, medium or high. For example, the weighting
of risk factors can be based on an assessment of probability and consequence. This means
that when assessing the risk of being misused for money laundering and financing of terror-
ism, the gambling operator can emphasise the probability of a certain risk factor occurring
and the consequences if this is the case.

It is crucial that the gambling operator has conducted the assessment in such a way that the
gambling operator will subsequently be able fo use the risk assessment as an operational
tool to gain an understanding of where and to what extent the gambling operafor is exposed
fo being misused for money laundering and financing of terrorism. The gambling operafor can
then focus its mitigating measures on the areas of greafest risk.

As mentioned, the gambling operator must assess the risk of each inherent risk factor associ-
afted with the gambling operafor's business model. It is therefore not sufficient if the gambling
operator only assesses the overall risk, which may be associated with several risk factors.

When the gambling operafor assesses the risk separately for each individual risk factor, the
gambling operator gains insight info whether the gambling operator's individual risk factors
constitute a limited or increased risk of the gambling operator being misused for money laun-
dering and financing of terrorism.

The gambling operator's risk assessment must address the risk of both money laundering
and financing of terrorism. For example, one of the gambling operator's gambling products
may pose a high inherent risk of money laundering but a limited risk of financing of terrorism.

34 Risk factors to be identfified and assessed as a minimum

The gambling operator's risk assessment shall at a minimum include risk factors associated
with the gambling operafor's customers, products, services and fransactions as well as deliv-
ery channels and countries or geographical areas. It appears from section 7(1)(2) of the AML
Act.

This means that the gambling operafor's risk assessment must not only relafe fo the listed ar-
eas in the provision, as the risk assessment must reflect and cover all parts of the gambling
operafor's business model. For example, the gambling operator must also idenfify and assess
the inherent risk that may be associated with the company's organisation. In this connection,
fthe gambling operator can identify and assess the risk thaf the gambling operator's own em-
ployees confribute fo money laundering and financing of ferrorism. It can also be risks associ-
ated with, for example, the use of third-party assistance or outsourcing.

The extent of the risk assessment depends on the gambling operafor's specific business
model. If the gambling operator has a comprehensive business model, for example, because
fthe gambling operafor offers a wide range of different gambling products both online and
land-based, this will place greafer demands on the confent and scope of the risk assessment.
In these cases, the gambling operator's business model will include several risk factors that
fthe gambling operafor must address in relation to money laundering and financing of terror-
ism. Conversely, a gambling operator with a compressed and limited business model will be
exposed fo fewer risks. The gambling operafor, regardless of size and scope, is obliged to
conduct a thorough analysis of how the specific business model can be misused for money
laundering and financing of terrorism.
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3.41 Customers

Risk factors associated with the gambling operator's customers is an analysis of the types of
customers the gambling operator has or is otherwise exposed to. For example, the gambling
operator may have customers who come from a country on the European Commission's list
of high-risk third countries or who are politically exposed persons (PEPs). Read more about
customers from high-risk third countries and PEPs in sections 6.5.2 and 6.5.3.

It is the gambling operator's specific business model that dictates which customer types the
gambling operaftor must risk assess. If the gambling operatfor has structured its business
modelin such a way that the gambling operator only accepts customers who have an ad-
dress registered in Denmark and a Danish civil registration number, the gambling operator is
not obliged to identify and assess the risk associated with foreign customers. However, the
gambling operator must be aware that even if the gambling operator only allows customers
from Denmark, there is sfill a risk that foreign customers will try fo circumvent the gambling
operator's restrictive measures. This could be through the use of fake documents or VPNs.

In accordance with the Danish gambling legislation, the gambling operator is only allowed to
have customers who are natural persons. Thus, the gambling operator’s risk assessment of
their customer types cannot include businesses and beneficial owners.

Once the gambling operator has identified all its relevant customer types, the gambling oper-
ator must assess the risk of the individual customer groups misusing the company for money
laundering and financing of terrorism.

The risk assessment of the gambling operator's customers according to section 7(1) of the
AML Act does not mean thaf the gambling operator must carry out an assessment of the
gambling operator's individual customers. According to section 7(1) of the AML Act, it is only
an assessment of the extent to which the gambling operator's general customer types affect
the gambling operafor's inherent risk of being misused for money laundering and financing of
terrorism. The risk assessment of the individual customer is part of the assessment that the
gambling operator must make according fo section 11 of the AML Act, which you can read
more about in section 6.3.

When the gambling operator must identify which types of customers the gambling operator
has and subsequently assess the risk in relation fo money laundering and financing of terror-
ism, the gambling operator may include general information and experience from the specific
customers. By looking at the gambling operafor's specific customers, the gambling operator
can getf an overview of the fypes of customers the company has and whether the general be-
haviour of the customers has an impact on a specific customer group's influence on the gam-
bling operafor's inherent risk of being misused for money laundering and financing of terror-
ism.

3.4.2 Products and services

The gambling operator must identify and assess risk factors associated with the gambling op-
erafor's products and services. Gambling products where, for example, large stakes can be
made or where the speed of the gambling product's execution is high may be factors that can
be included in the gambling operator's assessment.

The gambling operator can also look at whether the gambling product is based on chance
alone, or whether the gambling product has an element of skill that can affect the Return-To-
Player (RTP)a of the gambling product. The RTP of the gambling product can be a factor that
the gambling operator can include in their risk assessment.
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The gambling operator can also look at whether the gambling product allows customers to
play against each other and whether customers can also play against foreign customers.
These gambling products are often called peer-to-peer products (P2P products) and can be a
risk factor for the gambling operator fo consider.

When the gambling operatfor has assessed its individual risk factors associated with a specific
gambling product, the gambling operator must, based on the assessment of the individual
risk factors, also assess the risk of the product itself.

Example

A gambling operafor offers P2P poker to its cusfomers. The gambling operator must first identify all the risk factors
associated with P2P poker. The gambling operator identifies that P2P poker poses a risk in relafion fo money laun-
dering and financing of ferrorism, as the product enables, among other things, the fransfer of funds befween cusfom-
ers. The fact that P2P poker involves the transfer of funds is a risk facfor associated with P2P poker, and the gambling
operator must assess the risk. Another risk factor could be that the customer can use P2P poker fo play against cus-
fomers from other jurisdictions. The gambling operafor must then assess the different risk factors individually. Based
on the gambling operator's identification and assessment of the various risk factors associated with P2P poker, the
gambling operator must then also make an overall assessment of the risk of P2P poker as a product.

The gambling operator must identify and assess risk factors for all its gambling products. If
the gambling operator offers several different variants of a gambling product, e.g,, roulette,
these must be risk assessed individually if the gambling variant differs significantly from the
gambling operafor's other gambling products. The gambling operafor's different types of a
certain product differ significantly if, for example, the variant is offered live with the use of the
gambling operator's staff, the variant allows for significantly larger deposits, or if the speed of
the game's execution differs significantly from the gambling operator's other types of the
product. If the gambling operator's different types of the same product differ only for cos-
metic reasons, the gambling operator does nof need to conduct a separate risk assessment.

3.4.3 Transactions

Risk assessment of the gambling operator's fransactions means that the gambling operafor
must, among other things, identify and assess risk facfors associated with the gambling oper-
ator's used payment solutions. This means thaf the gambling operafor must get an overview
of which payment solutions customers can use when gambling with the gambling operator's
company.

When the gambling operafor must idenfify and assess risk factors associated with its individ-
ual payment solufions, the gambling operafor can, for example, include the facfor that the
means of payment is suitable for concealing where the funds originate from and the extenf fo
which the payment solution can be misused by another person. For example, if the gambling
operafor allows the customer to make deposits and withdrawals fo and from the gambling
account using a debif card issued by a financial institution, the gambling operafors can iden-
fify and assess the risk of the customer possibly using a debit card that has been sfolen.

The gambling operator can also look af whether the payment solufion allows for fast and
large transactions.

When the gambling operafor has assessed its individual risk factors associated with a specific
payment solution, the gambling operafor must, based on the assessment of the individual
risk factors, also assess the risk of the payment solution itself.

The gambling operator must generally assess the risk of each payment solution used by the
gambling operafor. If the gambling operator uses several different e-wallefs or types of debit
cards, all of which have the same general characteristics and do not differ significantly from
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each other, the gambling operator does not need fo assess the risk of each variant of the pay-
ment solution separately. In this case, it is sufficient if the gambling operator assesses the
overall risk associated with the type of payment solution.

3.4.4 Delivery channels

The gambling operator shall identify and assess risk factors associated with the gambling op-
erafor's delivery channels. This means thaf the gambling operator must carry out a risk as-
sessment of the way in which the gambling operator chooses fo make its gambling products
available fo its customers and the way in which the gambling operafor otherwise has contact
with the customer.

This could be, for example, thaf the gambling operator makes its gambling products available
online or thaf the gambling operator sells its gambling products physically via a land-based
casino. If may also be that the gambling operator sells its gambling products physically
fthrough exfernal and internal retailers or thaf the gambling operator's products are linked to
or facilifated via a gambling account or a self-payment ferminal.

Regardless of the gambling operafor's business model, the gambling operator must risk as-
sess the extent to which the gambling operafor's delivery channels have an impact on the

gambling operator's business being misused for money laundering and financing of terrorism.

3.45 Countries and geographies

The gambling operator shall identify and assess risk factors associated with counfries and ge-
ographical areas. The geographical risks must, among other things, be seen in the confext of
the gambling operator's customers, as the customer type's associafion with a specific geo-
graphical location can influence the customer type's inherent risk. The gambling operator
must therefore make an assessment of the risk that different countries pose in relation to
money laundering and financing of terrorism.

For the assessment, the gambling operafor can, for example, consider whether the country
has straftegic deficiencies in relafion to the prevention of money laundering and financing of
ferrorism. In this context, it may be relevant to consider whether the country is on the Euro-

pean Commission's list of high-risk third countries or on the FATF's grey and black lists.

35 Documentation and use of relevant sources

The gambling operator's risk assessment must be documented. It appears from secfion
7(1)(3) of the AML Act.

The documentation requirement means thaf the gambling operator's risk assessment must
be objectively substantiated by using relevant sources and dafa, and thaf it must not be
based on assumpfions. The relevant sources must document and support how the gambling
operafor has determined that the company has a certain inherent risk of being misused for
money laundering and financing of terrorism.

It is a requirement that the risk assessment must af least be based on the national and supra-
national risk assessment. It is therefore important that the gambling operafor has in-depth
knowledge of these. Read more abouf this in secfions 2.3.1 and 2.3.2. The national and supra-
national risk assessment should also help the gambling operafor to gain an understanding of
which risk factors may be present in the gambling operator's business. By using both the na-
fional and supranational risk assessment, it will therefore also be easier for the gambling

Page 21



The Danish Gambling Authority’s anti-money laundering guidance

operator to identify which risk factors may be associated with the gambling operator's busi-
ness model.

The gambling operator's risk assessment may also be based on other forms of documenta-
fion in this area, including, for example, relevant reports and typologies issued by the FATF or
the European Commission.

In addition, the gambling operator's own experience and collected data can be used as docu-
mentation for the risk assessment.

For example, when the gambling operator must identify and assess risk factors for a specific
gambling product, the gambling operator must be able fo document why the gambling opera-
tor has identified different risk factors for the specific product and why the gambling operator
has assigned a cerfain weighting to the individual risk factors. For example, the gambling op-
erafor can refer fo the fact thaf the latest nafional money laundering risk assessment states
that fixed odds betting poses a risk in relation fo money laundering, as the customer can bet
on low odds. The gambling operator can then document the assessment of the risk of gam-
bling af low odds by, for example, including information on how many of the gambling opera-
for's customers place bets on low odds and whether the customers have reported fo the FIU.
In this way, the gambling operafor can document the impact that low odds gambling has on
the company's inherent risk of being misused for money laundering and financing of terror-
ism. In some siftuations, it may not be possible for the gambling operator to document the in-
herent risk of several aspects of their business model. For example if the gambling operator
launces a new gambling product or uses a new technology with which they have no previous
experience and no relevant sources are available fo support the risk assessment.

The following are examples of relevant sources that can be included in the risk assessment:

e FATF's Vulnerabilities of Casinos and Gaming Sector - Report on the casino sector specify-
ing risk factors in the casino secfor.

e Risk-Based Approach Guidance for prepaid cards, mobile payments and Internet-based
payment services - Report on risks associated with prepaid cards, mobile payments and
Internet-based payment methods.

There are links fo the above reports on the Danish Gambling Authority's website under the
section "Prevention of money laundering".

36 Risk assessment audit

The gambling operator must regularly update ifs risk assessment. It appears from section
7(1)(3) of the AML Act.

To ensure that the risk assessment always reflects the gambling operator's current risk pro-
file, the risk assessment must generally be revised af least once a year or in connection with
significant changes in the gambling operator's business model or changes in legislation.

The gambling operator must also re-visit its risk assessment if there are changes in new na-
fional and supranational risk assessments that may affect the gambling operator's inherent
risk.

Achange can be:

e Infroduction of a new gambling product or payment solution

e Infroduction of new delivery channels, e.g, the gambling operator chooses fo use external retail-
ers to sell its products.

e  Amendment of the AML Act
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e New national risk assessment or thematic reports from the Danish Financial Intelligence Unit indi-
cafing a change in the risk for e.g, a specific gambling product or customer type.

3.7 Riskfactors

As mentioned, the gambling operator is obliged fo identify and assess all relevant risk factors
associafed with the gambling operafor's business model.

Listed below are a number of examples of risk factors that may be inherent in the different
fypes of gambling offerings, including online gambling, land-based casino and land-based
befting. If should be noted that as the risk factors may differ for each area, the sections are di-
vided according fo type of offer: online gambling (casino and betting), land-based betting and
land-based casino.

The gambling operaftor must always fake ifs own specific business model as a sfarting point
when identifying and assessing the risk of the gambling operator being misused for money
laundering and financing of terrorism. The list should therefore not be seen as a checklist of
which mandatory risk factors the gambling operator must always include, as the business
model can vary from company to company.

3.71 Online gambling

3.7.1.1 Identification of risk factors
Below are examples of some of the risk factors that may be present in online gambling.

The business’s fypes of customers

e Polifically Exposed Persons (PEPs), family members of PEPs or close associates of PEPs, both do-
mestic and foreign.

e Customers from countries on the European Commission's list of high-risk third countries.

e Customers from countries on the FATF black and gray lists.

e Customers who have not had their identity verified.

Customer behaviour

e The customer is reluctant to provide information.

e The customer bets on low odds bets.

e The customer bets on all outfcomes of an event (hedging).

o Several different customers simulfaneously place multiple deposits on all out-comes of a particu-
lar event.

e The customer often uses Cash-Out.

Gambling products

e The gambling operafor's product portfolio, e.g, fixed odds betting and gaming machines.

e The gambling product is offered live with the use of the gambling operator's staff, e.g,, live roulette.
e The speed with which the gambling product is executed.

e The RTP of the gambling product.
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e The gambling product allows customers to play against each other (P2P products e.g,, offering
betting exchange and poker).

e The stake limif of the gambling product.

e The gambling product allows for Cash-Out.

Delivery channels

e Online provision via web domain.

e Online provision via app.

o Offering gambling products using multiple web domains.

e No physical contact with the customer when creating the account.

e No physical contact with the customer for deposits and withdrawals to the account.
e No physical contact with the customer when depositing on gambling products.

Transactions

e Change in the customer's usual consumption pattern.

o Deposits and withdraws of large amounts fo and from the customer's account.

o Depositing and withdrawing a series of consecutive small amounts that together make up large
fransactions (structuring).

e Deposits and withdrawals to and from the account without significant gambling activity.

e Creatfing multiple accounts within a short period of fime and from the same IP address.

e Creatfing multiple femporary accounts.

e Stforing large amounts of money in the account without gambling activity.

Payment solufions

e The gambling operafor's various payment solutions, e.g,, debit cards, e-wallefs and prepaid cards.

e Payment solutions that are less traceable.

e Payment solutions that are likely to obscure the origin of funds.

e Payment solutions that can be misused.

e Payment solutions that can be funded with cash.

e Payment solutions that allow you fo make quick and large deposits and withdrawals to and from
your account.

e Multiple debit cards linked fo the same account.

e Use of mulfiple debit cards for deposits and withdrawals to and from the account.

e Frequent shifts in the use of payment solutions.

Geographicalrisks

e Unusual IP address change when logging in to the account.
e Login via IP address associated with countries thaf pose an increased risk.

Otherrelevant risk factors

e The gambling operator's employees are complicit in money laundering.

e The gambling operafor's employees knowingly do not follow the gambling operator's business
procedures.

e The gambling operafor's employees are not sufficiently trained in the requirements of the AML Act.
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The gambling operator’s betting products are misused for money laundering linked to match-fix-
ing.

Below is an elaborafion of some of the above risk factors.
Please notfe that some of the listed risk factors are considered fogether.

3.7.1.2 Politically exposed persons, family members and close associates

Politically Exposed Persons (PEPs) are individuals who hold a special public position of trust.
Due to the PEP's special position and influence in society, there is a risk that their office could
be misused for laundering criminal proceeds. There is also an increased risk that the PEP's
funds originafe from either corruption or bribery, which through gambling can appear as legal
gambling winnings.

The PEP cafegory includes several different customer types, each of which may pose a sepa-
rate inherent risk of money laundering and financing of terrorism. Foreign PEPs from coun-
fries that, for example, have a high level of corruption or strategic deficiencies in relafion fo
AML/CFT will offen pose a higher inherent risk compared to a domestic PEP, where the com-
pany's business model will be less exposed fo money laundering and financing of ferrorism.

For further information and definition of PEP, family members and close associates, see sec-
fion 6.5.3.

3.7.1.3 Customers who have nof had their identity verified

If the gambling operator has structured its business model in such a way thaf there is a possi-
bility that the customer's identity information is only verified up to 30 days after the creation
of a gambling account, this customer type poses a risk. Customers who have not had their
identity verified pose a risk, as the gambling operator does not have physical contact with the
customer and therefore cannoft be sure that the customer is who they claim to be.

However, it should be added that a customer who has not been verified can deposit a maxi-
mum of DKK 10,000 to their temporary gambling account and that the customer cannot with-
draw funds. However, it is important that the gambling operator is aware thaf the customer
can transfer their funds in other ways, for example by losing deposits to other customers
through gambling products where customers can play against each other (peer-to-peer prod-
ucts).

3.7.1.4 The customer is reluctant to provide information

It is a basic requirement of the AML Act that the gambling operator must have knowledge of
its customers. The gambling operator will often be obliged fo obtain relevant information from
the customer themselves, among other things. This can happen, for example, if the gambling
operafor requests the customer to submit documentation on how the customer finances their
gambling consumption, or if the gambling operafor needs to verify the identity of a customer
who poses an increased risk.

If the gambling operator finds that the customer in the examples mentioned is reluctant to
provide the requested information, or if the customer ignores the request altogether, there is
arisk that the customer's intention is to misuse the gambling operator's business for money
laundering. The customer's refusal or reluctant behaviour in connection with the gambling op-
erafor's customer due diligence procedures or investigations may indicate that the customer
is trying to conceal their true identity and that the customer's funds are, for example, criminal
proceeds.
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Similarly, if the customer takes some time to provide the requested information or documen-
fation, it may indicate that the customer is using the request deadline to obtain or fabricate
the required information.

3.7.1.5 Change in the customer's usual consumptfion pattern

When the gambling operafor's customers have had a gambling account with the gambling
operator for a long period of time, the gambling operator may have gained a good knowledge
of the customer's usual consumption pattern. If the gambling operator at some point notices
changes in the customer's usual spending pattern, there is a risk that the customer has
started using their gambling account for money laundering. There is also a risk that someone
other than the identified customer has started depositing and withdrawing funds to and from
the gambling account.

Changes in the cusfomer's usual consumption pattern may, for example, be that the customer sfarfs making pay-
ments fo the gambling account using a payment solution that the custorer has not previously used. The changes
can also fake the form of the cusfomer sfarfing fo make use of new gambling products or if the customer sfarfs mak-
ing significantly larger deposits fo the gambling account.

3.7.1.6 Risk facfors associated with customer gambling behaviour

For example, if the gambling operafor offers fixed odds betting, the customer often has the
opportunity fo make deposits on low odds bets. When betting on low odds, there is a rela-
fively high probability that the customer will receive winnings for their deposit. By playing
through the funds, the customer may be able to bypass the gambling operafor's alerts in rela-
fion fo deposits and withdrawals of funds to and from the gambling account without gambling
activity. By playing through funds in the gambling account via gambling products with a high
RTP, the customer has thus attempted to eliminate the risk of loss.

The same applies if, for example, the customer often uses Cash-Out or if the customer places
stakes on all oufcomes of an event. Similarly, the specific gambling behaviour poses a risk
that the customer misuses the gambling operator's gambling products with high RTPs to play
through criminal proceeds without risking excessive losses. Once the customer's funds have
been played through, it will be easier for the customer to make withdrawals fo their bank ac-
count without the gambling operator suspecting money laundering. The payouts of the cus-
fomer's funds from the gambling operafor will subsequently appear as gambling winnings to
the financial institufion.

Gambling operafors must be aware that the assessment of the risk factors related fo the cus-
fomer's gambling behaviour can be affected or influenced by other risk factors connected to
the gambling operator's business model. The gambling operator's assessment of the inherent
risk, for example related to gambling on low odds, may look different if the risk factor is con-
sidered in a context where the customer places large stakes on a bet or if the customer often
gambles on low odds.

3.7.1.7 Deposit and withdrawal of large amounts to and from the customer's gambling ac-
count

There is a risk that customers who make significant deposits and withdrawals fo and from

their gambling account will not be able to demonstrate to the gambling operator where their

funds come from.

If the customer cannot prove that the funds originate from legal economic activities, there is a
risk that the customer's funds instead originate from a criminal offense and that the customer
is therefore frying to misuse the gambling operator's business for money laundering. If is up
to the gambling operator to assess when the customer's deposits and withdrawals are so sig-
nificant that there is a risk that the customer cannot document the origin of the funds.
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It is crucial that the gambling operator is aware that deposits and withdrawals of large
amounts fo and from the customer's gambling account can have an impact on the gambling
operator's inherent risk of being misused for money laundering.

3.7.1.8 Gambling products where customers can play against each other (peer-to-peer prod-
ucts)
P2P products are characterised by the gambling provider's customers being able to play
against each other. The offering is often done by the gambling operator facilitating or provid-
ing an online networking platform for customers to interact with each other. P2P products can
be, for example, online poker, which often takes place on a few large networks that the gam-
bling operator buys access to, but it can also be betting exchanges where customers can buy
and sell bets to each other. The gambling operaftor must be aware if the network platform al-
lows the customer to interact with customers from other jurisdictions that do not necessarily
access the platform through the gambling operator's Danish licence. The global network plat-
form is associated with a number of other risks that the gambling operator must also con-
sider, as it may enable fransfers to customers abroad who, for example, are based in high-risk
jurisdictions or who are subject fo financial sanctions.

The fact that one customer has the opportunity fo lose stakes to another customer by playing
against each other means that there can be a fransfer of funds between customers (often re-
ferred to as "chip dumping"). Transferring funds to another customer helps disguise the fact
that the customer's funds originally came from a criminal offense.

Example

Customer A plays online poker with cusforer B. Customer A is locafed in Denmark and cusfomer B is located
abroad. Custorner A and Cusfomer B know each ofher privately and have agreed to play online poker via a global
nefwork platform. The purpose of the game is for Customer A fo fransfer an amount of money fo Cusfomer B. They
therefore agree that customer A should let himself lose in the poker game, whereby cusformer B wins the pot. The
money appears as winnings from gambling. In this way, money is fransferred from cusformer A in Denmark to cus-
former B abroad.

Since P2P products enable transfers between customers, the gambling operator must also
consider the risk of chip dumping in relation to financing of terrorism.

3.7.1.9 Payment solutions thaf can be funded with cash

When identifying and assessing the risk associated with its chosen payment solutions, the
gambling operafor must clarify whether the payment solufion allows for the customer's funds
fo be inifially financed with cash.

Although the gambling operator is not allowed by gambling legislafion fo accept cash depos-
its info the gambling account, certain permitted payment solufions can act as a surrogate for
cash deposits. This is the case, for example, with prepaid cards, e-wallefs and cash vouchers,
the value of which may have originally been funded with cash.

Cash, inisolation, poses a significant risk as it leaves no digital foofprint. The use of cash al-
lows the customer to make anonymous payments. The fact thaf cash is an anonymous pay-
ment solufion increases the risk that the funds originate from criminal activity. This can be the
case, for example, when paying for undeclared work in cash or the proceeds of drug sales in
cash.

37.1.10 The gambling operafor’s betting products are misused for money launder-
ing linked to mafch-fixing

In their lafest risk assessment of money laundering from 2022, the Financial Intelligence Unit

said that money laundering through gambling can also be connected fo match-fixing. Match-
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fixing increases the chances of a sure win since the resulf of the sports event is fixed before
the event takes place with one or more of the participants of the sports event.

3.7.2 Land-based casino

3.7.2.1 Identification of risk factors
Below are some of the risk facfors that may be present when offering land-based casinos.

The business's types of customers

e Customers who are expected o have a lasting relationship with the casino (business associates).

e (QOccasional customers (one-off transactions).

e Politically Exposed Persons (PEP), family members of PEP or close associates of PEP, both do-
mestic and foreign.

e Customers from counfries on the European Commission's list of high-risk third countries.

e Customers from countries on the FATF black and grey lists.

e Customers subject fo financial sanctions

Customer behaviour

e The customer is reluctant to provide information.

e The customer requests the issuance of a winnings receipt.

e The customer uses false documents in connection with the casino's implementation of customer
due diligence procedures.

e The customer passes on cash after redemption of game tokens or TITO to third parties.

Gambling products

e The gambling operator's product portfolio, e.g, roulette, poker and gaming machines.
e The gambling product is offered with the use of casino staff.

e The speed with which the gambling product is executed.

e The RTP of the gambling product.

e The stake limif of the gambling product.

e The gambling product allows customers fo play against other customers, e.g,, poker.

Delivery channels

e The customer uses the casino's products when physically present.
e The size of the casino premises.

Transactions

e Purchase and redeem game tokens and TITO for large amounts.

e Purchase and redeem game fokens and TITO with little or no game acfivity.
e Change in the customer's usual consumption pattern.

e More purchases and/or redemptions of game tokens or TITO for small amounts that add up to
large amounts (also known as sfructuring).
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Means of payment

e The gambling operafor's different payment solutions, e.g., cash, debit cards and bank fransfers.
e Payment solutions that are less traceable.

e Payment solutions that are likely to obscure the origin of funds.

e Payment solutions that can be misused.

e Using multiple payment cards fo purchase game fokens or TITO.

Geographicalrisks

e The location of the casino.
e Registration of customers who are based abroad.

Otherrelevant risk factors

e Casino employees engage in or facilitate money laundering af the casino.

e (Casino employees knowingly do not follow the casino's business procedures.

e The casino's employees are not sufficiently trained in the requirements of the AML Act.
e Frequent turnover of casino staff.

e Storing large amounts of money in the casino's deposit boxes.

e Issuing of winnings receipts.

e Manual monitoring of customer fransactions by casino staff.

e Type and effectiveness of existing monitoring mechanisms.

Below is an elaboration of some of the above risk factors.
Please note that some of the listed risk factors are considered together.

3.7.2.2 Occasional customers

Occasional customers, also known as one-off fransactions, are characterised by the fact that
the customer does nof have a fixed and lasting relationship with the casino, as the customer
only visits the casino on occasion. This may be the case, for example, for tourists or other cus-
fomers who only visif the casino a few times and who are not a regular returning customer of
the casino. Read more about one-off fransactions in section 6.2.

The fact thaf these are occasional customers means that the casino does not have in-depth
knowledge of the customer. The occasional customer has probably never visited the casino
before, which means that the casino, for example, does not know the customer's usual
spending pattern and therefore cannot assess whether the customer's behaviour deviates
from normal. For example, if an occasional customer buys game fokens for DKK 20,000, it can
be challenging for the casino to assess whether the size of the transaction gives rise to suspi-
cions of money laundering, as the casino has no knowledge of the customer's finances.

3.7.2.3 Paolitically exposed persons, family members and close associates

Politically Exposed Persons (PEPs) are individuals who hold a special public position of frust.
Due to the PEP's special position and influence in society, there is a risk that their office could
be misused for laundering criminal proceeds. There is also an increased risk that the PEP's
funds originate from either corruption or bribery, which through gambling can appear as legal
gambling winnings.

The PEP category includes several different customer types, each of which may pose a sepa-
rate inherent risk of money laundering and financing of terrorism. Foreign PEPs from coun-
fries that, for example, have a high level of corruption or strategic deficiencies in relation fo
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AML/CFT will often pose a higher inherent risk compared to a domestic PEP, where the com-
pany's business model will be less exposed to money laundering and financing of terrorism.

For further information and definition of PEP, family members and close associates, see sec-
tion 6.5.3.

3.7.2.4 The customer is reluctant to provide information

It is a basic requirement of the AML Act that the casino must have knowledge of its custom-
ers. The gambling operator will often be obliged fo obtain relevant information from the cus-
tomer themselves, among other things. This can happen, for example, if the casino asks the
customer for documentation of how the customer finances their gambling spend or if the ca-
sino needs to verify a customer's identity information. If the casino finds that the customerin
the examples mentioned is reluctant to provide the requested information or if the customer
ignores the request altogether, there is a risk that the customer's intenfion is to misuse the
gambling operator's business for money laundering. The customer's refusal or reluctant be-
haviour in connection with the casino's customer due diligence procedures or investigations
may indicate that the customer is frying to conceal their true identity and that the customer's
funds are, for example, criminal proceeds.

3.7.2.5 The gambling product allows for customers to play against each other

If customers play against each other in for example poker instead of against the casino, they
may have pre-arranged for one customer to deliberatfely lose to another customer in order fo
make criminal proceeds appear as legal gambling winnings.

The fact that when playing against another customer, a customer has the possibility of losing
their deposit to another customer means thaf there can be a fransfer of funds between cus-
fomers (chip dumping). Transferring funds fo another customer helps disguise the fact that
the customer's funds originally came from a criminal offense.

3.7.2.6 Purchase and redeem of game tokens and TITO for large amounts

There is a risk that customers who purchase and redeem game tokens and TITO for signifi-
cant amounfs of money may not be able to prove fo the casino from where the customer’s
funds originate.

If the customer cannot prove thaf the funds originate from legitimate financial activities, there
is a risk that the customer's funds instead originate from a criminal offense and thaf the cus-
tomer is therefore trying to misuse the casino for money laundering. It is up fo the casino to
assess when the customer's purchase and redemption of game tokens or TITO is so signifi-
cant thaf there is a risk that the customer cannot prove the origin of the funds.

Crucially, the casino must be aware thaf purchasing and redeeming game tokens and TITO for
large amounts can have an impact on the casino's inherent risk of being misused for money
laundering.

Ticket-in, ticket-out (TITO) is a voucher-based system, which the customer must use for gambling on
some of the casino’s products, for example gaming machines. The TITO voucher can be purchased in
either a TITO machine or af the casino’s cash register. When the customer want to gamble af a gaming
machine at the casino, the customer must insert the voucher in the gaming machine to transfer the
value of the voucher to the machine as credit. When the customer is finished gambling, the remaining
credit on the gaming machine is transferred fo a new voucher, which can be paid out.

3.7.2.7 Purchases and redempfions without significant gambling activity
If a customer arrives at the casino with cash that is exchanged for game tokens and then
leaves the casino without having actually played much, it may mean that redeeming these
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game tokens for cash will make the cash appear as gambling winnings, despite the fact that it
may be illegal funds.

This is also the case where the purchase of game tokens or TITO happens by the use of a
debit card and where the casino does not print a winnings receipt, when the game tokens or
TITO-voucher later are redeemed for cash. The criminal can misuse a stolen debit card to pur-
chase game tokens and by subsequently converting the game tokens to cash for the purpose
of concealing or disguising the origin of the criminal proceeds.

3.7.2.8 Change in the customer's usual consumptfion pattern

If the customer relationship between the casino and the casino's customers can be expected
fo have a certain duration, the casino's customers are characterised as business relafions.
This may be the case, for example, if the customer has purchased an annual pass from the
casino or if the customer regularly visits the casino. Read more about business relationships
at land-based casinos in section 6.4.1.3.

When a customer has had a lasting and close relationship with the casino over a long period
of fime, the casino has had the opportunity to get a good knowledge of the customer's usual
spending pattern. If the casino af some point notices a change in the customer's usual spend-
ing pattern, there is a risk that the customer may misuse the casino for money laundering.

Changes in the customer's usual consumption pattern may, for example, be that the cus-
fomer starfs buying game tokens using a payment solution that the customer has not used
before. The changes can also take the form of the customer starting fo make use of new gam-
bling products or if the customer starts fo purchase game tokens or TITO for significantly
larger amounts than usual.

Examples
Customer A has always purchased game fokens using his debit card issued by Bank Y. However, the casino has

now noficed that cusforner A has started using cash fo finance the game fokens.

Customer Ais a regular visifor fo the casino and has so far only ever used the gaming machines. However, over the
past month, the casino has noficed that Cusformer A has now started parficipating in weekly poker fournaments at
the casino.

Customer Ais a regular visitor fo the casino and usually spends around DKK 1,000 in an evening. However, over the
pasf two months, the casino has noticed thaf customer A has sfarfed exchanging DKK 10,000 for game fokensina
single evening a couple of imes a month.

3.7.2.9 More purchases and/or redemptions of game tokens or TITO for small amounts

The risk factor covers the situafion where a customer makes several purchases and/or re-
deems game tokens and/or TITO for small amounts which that add up fo large amounts
(structuring). When a customer, for example, splits a large amount of cash by making several
small purchases of game tokens, it confributes o making the individual fransactions less sus-
picious. By splitting a large amount info smaller fransactions, the risk is thaf the criminal suc-
ceeds in avoiding the casina’s threshold values for when the casino must instigafe an investi-
gafion.

3.7.210 Manual monitoring of fransactions
The casino is obliged fo monifor and record all fransactions thaf a business associate makes
af the casino. Read more abouf the monitoring obligation in sectfion 6.3.4

If the casino has chosen to have its own staff manually monitor customer fransactions and
activities, this may involve a number of risks thaf the casino needs to identify and assess. The
manual fransacfion moniftoring can, among other things, mean that there is a risk that not all
fransactions are registered, as the casino often has many customers at the same time who
make many quick fransactions. The risk of manual fransacfion monitoring not being effective
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enough increases if staff are also working on other fasks at the same time. This may be the
case, for example, if the same employee is responsible for both the fransaction monitoring
and the execution of the casino's gambling products at the same time.

3.7.3 Land-based betting

3.7.3.1 Identification of risk factors
Listed below are some of the risk facfors that may be present when offering land-based bet-

fing.
The business's fypes of customers
e Politically Exposed Persons (PEPs), family members of PEPs or close associates of PEPs, both do-
mestic and foreign.
e Customers from counfries on the European Commission's list of high-risk third countries.
e Customers from countries on the FATF black and grey lists.
Cusfomer behaviour

The customer is reluctant to provide information.

The customer bets on low odds befs.

The customer bets on all outcomes of an event (hedging).

The customer often uses Cash-Out.

The customer does nof seem fo have a high level of knowledge of the nature and content of the
game.

The customer is escorted by a third party.

Gambling products

The gambling operator's product portfolio, e.g, fixed odds betting and betting on electfronically
simulated sporting events.

The speed with which the gambling product is executed.

The RTP of the gambling product.

The deposit limif of the gambling product.

The gambling product allows for Cash-Out.

Delivery channels

Use of external retailers for the provision of bets.
Use of means of identification (Player ID) when placing befs, prize search and payout.
Offering bets via self-service ferminals.

Transactions

Staking large amounts of money on befs.

Withdrawal of large amounts from the customer's account.

Change in the customer's usual consumption pattern.

Betting stakes of a series of consecutive small amounts that together form large fransactions
(structuring).
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e Paying out a series of consecutive small amounts from the customer's gambling account, which
together constitute large transactions (structuring).

Payment solufions

e The gambling operator's payment solutions used, e.g., cash and debif cards.

e Payment solutions that are less traceable.

e Payment solutions that can be misused.

e Payment solutions that allow you to make quick and large withdrawals from your gambling ac-
count.

e Use of mulfiple debit cards for betting deposits and for withdrawals of funds from the gambling
account.

® Frequent shifts in the use of payment solutions.

Geographicalrisks

o The geographical location of the trader.

Otherrelevant riskfactors

e The gambling operator's own employees are complicit in money laundering.

e The gambling operator's own employees deliberately do not follow the gambling operator's busi-
ness procedures.

e The gambling operator's own employees are not sufficiently trained in the requirements of the
AML Act.

e The gambling operator’s betting products are misused for money laundering linked to match-fix-

ing.

Below is an elaboration of some of the above risk factors.
Please note that some of the listed risk factors are considered together.

3.7.3.2 Paolitically exposed persons, family members, and close associates

Politically Exposed Persons (PEPs) are individuals who hold a special public position of trust.
Due to the PEP's special position and influence in society, there is a risk that their office could
be misused for laundering criminal proceeds. There is also an increased risk that the PEP's
funds originate from either corruption or bribery, which through gambling can appear as legal
gambling winnings.

The PEP cafegory includes several different customer types, each of which may pose a sepa-
rate inherent risk of money laundering and financing of terrorism. Foreign PEPs from coun-
fries that, for example, have a high level of corruption or strategic deficiencies in relation fo
AML/CFT will offen pose a higher inherent risk compared to a domestic PEP, where the com-
pany's business model will be less exposed fo money laundering and financing of terrorism.

For further information and definition of PEP, family members and close associates, see sec-
fion 6.5.3.
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3.7.3.3 The customer is reluctant to provide information

It is a basic requirement of the AML Act that the gambling operator must have knowledge of
its customers. The gambling operator will often be obliged to obtain relevant information from
the customer themselves, among other things. This can happen, for example, if the gambling
operator requests the customer to submit documentation on how the customer finances their
gambling consumption, or if the gambling operator needs to verify the identity of a customer
who poses an increased risk.

If the gambling operator finds thaf the customer in the examples mentioned is reluctant fo
provide the requested information, or if the customer ignores the request altogether, there is
arisk that the customer's intention is to misuse the gambling operatfor's business for money
laundering. The customer's refusal or reluctant behaviour in connection with the gambling op-
erafor's customer due diligence procedures or investigations may indicafe thaf the customer
is trying to conceal their frue identity and thaf the customer's funds are, for example, criminal
proceeds.

If the customer fakes some fime fo provide the requested information or documentation, it
may also indicate that the customer is using the request deadline to obfain or fabricate the
required information.

3.7.3.4 Risk factors associated with customer gambling behaviour

For example, if the gambling operator offers fixed odds betting, the customer often has the
opportunity to make deposits on low odds bets. When betting on low odds, there is a rela-
fively high probability that the customer will receive winnings for their deposit, which will sub-
sequently be credited to the account. The customer then has the option fo have the funds de-
posited in the gambling account paid out to their bank account, which will then appear as le-
gal gambling winnings.

The same applies if, for example, the customer often uses Cash-Out or if the customer places
deposits on all outcomes of an event. Similarly, the specific gambling behaviour poses a risk
that the customer misuses the gambling operatfor's gambling products with a high RTP to
have criminal proceeds credited to his gambling account without risking excessive losses,
which can subsequently be transferred to the customer's financial instifution.

3.7.3.5 Use of refailers for offering land-based betting

Land-based betting operators can sell their products at their own retailers and/or exfernal re-
failers. A gambling operator's own retailers are the gambling operator's own betting shops,
whereas an exfernal refailer could be a gas station or a grocery store.

If the gambling operator sells products through its own retailers, this is not oufsourcing as it is
parf of the gambling operator's own business.

If gambling operafors sell their products af external refailers, the gambling operator must be
aware of the extent to which they outsource AML obligations. For example, the extent to
which they outsource the obligation fo implement customer due diligence procedures.

An external retailer is not subject to the AML Act, and an external refailer will thus not be sub-
ject fo liability in the event of a breach of anti-money laundering legislafion. It is the gambling
operator that is subject to section 1(1)(19) of the AML Act, and it is therefore the gambling op-
erafor that is the subject of liability, even if an obligation has been outsourced fo an external
refailer. In cases where the gambling operator uses outsourcing, the gambling operator must
be aware of whether outsourcing has an impact on the gambling operator's risks.

Land-based betting operators should be aware thaf the presence and assessment of the
risks below may depend on the gambling operafor's business model, including, for example,
where and how the products are sold.
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The supply chain poses a number of independent risks. The risks can be assessed differently
depending on whether you are dealing with your own retailers or external retailers.

Employees af retailers may have a number of other duties and responsibilities that are not re-
lated to selling gambling products and conducting customer due diligence procedures. The
fact that employees have other duties and responsibilities may mean that they pay less at-
fention to preventing and combating money laundering. This could mean, for example, that
they are not aware of customers' suspicious behaviour, that they do noft carry out customer
due diligence procedures according to the AML Act, or that they do not pass on relevant infor-
mation fo the gambling operator.

In some cases, the retailer's employees are employed for shorter periods of fime, so there is a
risk that the lack of continuity may result in employees not gaining sufficient knowledge and
experience in preventing and combating money laundering.

There is a risk that the employees af the retailers are not sufficiently trained in the require-
ments of the AML Act or that the retailer does not implement the latest changes in business
procedures. The refailer can therefore unknowingly facilitate money laundering through gam-
bling.

Since the refailer receives revenue from the sale of the gambling operator's land-based bet-
fing, the retailer has an economic interest in selling the gambling operafor's products. The re-
failer's own financial inferest may cause the retailer to relax, for example, the implementation
of customer due diligence procedures. This risk may be increased if the retailer is geograph-
ically located close to other competitors who also sell land-based beffing. The refailer may
therefore have an inferest in providing their customers with an easy, fast and seamless con-
sumer experience.

In addition, there is a risk that the refailer may knowingly use the business for money launder-
ing. This can be done, for example, by the retailer or the retailer's employees themselves
laundering money through gambling and deliberately not implementing customer due dili-
gence procedures.

With the introduction of the Player ID, gambling operafors can fo a greater extent creafe cus-
tfomer accounts themselves and perform customer due diligence procedures because cus-
fomers must have an account with the gambling operator. The gambling operator can do this,
for example via its app or website. The gambling operator can sfill choose fo oufsource some
fasks fo a refailer.

See secfion 5.2.1 on refailer training and section 7.3.6 on outsourcing fo external refailers.

3.7.3.6 Use of means of identification (Player ID)

It is mandatory for all customers to idenfify themselves with a means of identification when
placing befs af a physical retailer, among other things. The means of idenfification can be a
physical card issued by the gambling operafor, or it can be a virtual card thaf appears in an
app, for example.

Even though placing a bet is linked to a specific idenfified customer, there are still a number of
risks associafed with the customer having to use a physical or virfual means of idenfificafion.
For example, the gambling operafor must consider the extent fo which the means of identfifi-
cafion can be misused and then assess the impact on the gambling operafor's inherent risk of
being misused for money laundering and financing of ferrorism. Misuse can take place by
making the Player ID with the associated gambling account available to criminals either under
duress, for a fee or voluntarily. Therefore, the gambling operafor cannof assume with cerfainty
fthat it is the registered customer who actually buys a betting product af the physical refailer or
who requests the withdrawal of funds from the gambling account.
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3.7.3.7 Self-service terminals

Gambling operators offering betting via self-service terminals must conduct a thorough risk
assessment of how offering betting via self-service terminals affects the gambling operator's
inherent risk of being misused for money laundering and financing of terrorism. The fact that
the retailer has no direct contact with a customer when placing a bet increases the risk of
money laundering attempts. The use of self-service terminals can make it challenging for the
refailer fo defect suspicious customer behaviour when placing a bet. Suspicious customer be-
haviour can be, for example, that the customer is escorted and instructed by a third party, or
that the customer has little knowledge of the nature and content of the gambling product.

The risk associated with self-service terminals should be seen in the context that the retailer
may have a number of other tasks and responsibilities that are not related fo selling games
and carrying out customer due diligence procedures. The fact that the refailer may also have
ofther duties may mean that in practice, the retailer may have challenges detecting suspicious
behaviour at the self-service terminal. This is especially true if the retailer has to serve a cus-
tomer af the checkout while another customer is placing a bet on the self-service terminal.

Betting ferminals

The Danish Gambling Authority characterises any betting terminal as self-service if you can place befs without be-
ing in confact with the shop's staff.

3.7.3.8 Cash purchases of land-based betting products

The gambling operator shall identify and assess the risk of customers being able to use cash
fo buy befting products af the land-based retailer. Cash, in isolation, poses a significant risk as
it leaves no digifal footprint. The use of cash allows the customer fo make anonymous pay-
ments. The fact thaf cash is an anonymous paymentf solution increases the risk that the funds
originate from criminal activity. This can be the case, for example, when paying for undeclared
work in cash or the proceeds of drug sales in cash.

Cash purchases of betting products are credited to the customer's gambling account if the
bet is won. Subsequently, the winnings can be paid ouf fo the customer's bank account which
poses an increased risk, as criminal proceeds can be placed in the financial system in this
way. The payment from the gambling operatfor to the customer's bank account will also help
fo disguise the criminal proceeds, as the fransfer will appear as gambling winnings instead. It
is nof possible fo deposif cash to a gambling account at a land-based retailer. Cash can be
used to purchase betting products after which any winnings can be credited fo the cus-
tomer's gambling account.

3.7.3.9 Large betting stakes and large withdrawals from the customer's gambling account
There is a risk that customers who deposit large amounts on betting and who withdraw signif-
icant amounts from their gambling account may not be able to demonstrate to the gambling
operator from where the customer's funds originate.

If the customer cannot prove that the funds originate from legal economic activities, there is a
risk that the customer's funds instead originate from a criminal offense and that the customer
is therefore frying to misuse the gambling operafor's business for money laundering. It is up
fo the gambling operator to assess when the size of the customer's transactions is so signifi-
cant that there is a risk that the customer cannot document the origin of the funds.

Crucially, the gambling operator must be aware that deposits and withdrawals of large
amounts can have an impact on the gambling operafor's inherent risk of being misused for
money laundering.
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3.7.3.10 Change in customer spending patterns

When the gambling operator's customer has been a customer of the gambling operator for a
longer period of fime, the gambling operator has had the opportunity fo get a good
knowledge of the customer's usual consumption paftern. If the gambling operator at some
point can establish that there are changes in the customer's usual spending pattern, thereis a
risk that it is someone other than the identified customer who, for example, has started mak-
ing betting deposits or who requests the gambling operator fo withdraw funds from the gam-
bling account.

Changes in the customer's usual spending pattern may be that the customer starts making
deposits on betting using a payment solution that the customer has not used before. This
could be the case, for example, if a customer who has always purchased bets using a debit
card starts financing their befs with cash.

Example

Customer A regularty buys befs and always pays for the bet with his debit card. However, in the past month, gam-
bling operator X has noticed that cusfomer A's sfakes have been made in cash instead and that the deposit has also
been higher than usual.

The changes can also fake the form of the customer sfarfing fo make use of new gambling products or if the cus-
fomer sfarts making significantly larger sfakes on the gambling operator's betting products.

37311 The gambling operafor's betting products are misused for money launder-
ing linked to matfch-fixing

In their lafest risk assessment of money laundering from 2022, the Financial Intelligence Unit

said that money laundering through gambling can also be connected fo match-fixing. Match-

fixing increases the chances of a sure win since the resulf of the sports event is fixed before

the event takes place with one or more of the participants of the sports event.



Policies, business proce-
dures and controls
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41 Infroduction

The gambling operator must establish written policies, business procedures and controls. It
appears from section 8(1) of the AML Act.

The gambling operator's policies, business procedures and controls must be based on the
risk assessment prepared by the gambling operator. This means that the gambling operafor
can only decide on the content of policies, business procedures and controls once the com-
pany has completed ifs risk assessment.

When the gambling operafor has prepared their risk assessment, the gambling operator must
consider the risks that exist in the gambling operafor's company and consider how their risks

can be reduced and how fo ensure thaf the preventive measures are commensurate with the

risks to which the company is exposed.

The gambling operator's policies, business procedures and controls are the gambling opera-
tor's mitigation or risk reduction measures - what the gambling operator does to reduce the
inherent risk of the business. The risk that may remain after the mitigating measures are
taken is referred to as 'residual risk'. That is, the risk that the gambling operator ultimately runs
of being misused for money laundering and financing of terrorism.

See the model in section 3.1, which illustrates the process from identifying the inherent risk to
identifying the risk that remains once the gambling operator has prepared policies, business
procedures, efc.

There are no formal requirements other than being in writing. The writfen requirement means
that policies, procedures and controls must be documented, which can be both in writing and,
for example, in the form of videos. They must also be accessible and effective for the gam-
bling operator and its employees.

As aminimum, the policies, business procedures and controls shall include:
e risk management

e customer due diligence procedures

e duty fo investigate, record and notify

e storage obligafion

e employee screening and

e internal control.

When developing policies and business procedures, the gambling operator must take into ac-
count that the company's own business model may mean that there are other issues that
need fo be included in the policies and business procedures.

4.2 Update

The gambling operator's policies, business procedures and controls must be kept up fo date.
As a minimum, updates must be made if there are changes in the risk assessment that affect
the gambling operator’s policies and business procedures, including changes in the business
model. This could be, for example, if the gambling operator starts offering a new product or if
the risk profile in society changes. It must also be updated if there are changes in how the
fasks are to be performed. This could be, for example, if the gambling operator's procedure
for internal processing of cases requiring nofification is changed.
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43 Policies

A policy must include the identification, assessment and delineation of the gambling opera-
for's risk factors as well as the overall strategic objectives for the prevention of money laun-
dering and financing of terrorism based on the gambling operator’s risk assessment.

In the policies, the gambling operator must decide which risks the gambling operator will fake
on, how these will be managed, how it is ensured that new risks are detected and managed,
and how the strategic goals are achieved.

The policies must therefore describe whether there are risks that the company does not want
to take on. For example, risks associated with a specific customer type, geographical area or
product.

Arisk management policy forms the overall basis for strategic and operational risk manage-
ment and defines, among other things, the purpose, risk areas, division of responsibilities,
willingness fo take risks and the organisational anchoring of risk management and govern-
ance.

Example

For example, the policy may stafe how the gambling operafor manages the overall risks associated with the use of
self-service terminals or chip dumping.

4.4 Business procedures

A gambling operafor must have business procedures thaf describe the activities that the
gambling operator must perform in order to ensure compliance with legislation and other reg-
ulations, as well as compliance with the gambling operator's policies and guidelines. The busi-
ness procedures are the gambling operator's concrete and operational implementation of the
policies. They must therefore describe the specific actions to prevent the gambling operafor
from being misused for money laundering and financing of terrorism.

The business procedures must be based on the gambling operator's business model and
clearly describe how the gambling operator must comply with the rules. The business proce-
dures must describe the individual activities in the tfask execution of each area. It is a require-
ment that the business procedures are easily accessible and clear to employees. The busi-
ness procedures must specify who is responsible for the individual tasks and how the fasks
are fo be performed.

The procedures must be operationally applicable, so after reading them, employees must
know how to perform the task af hand.

441 Risk management

The gambling operator must describe the ifs risk management in a business procedure. This
means how risk management should be carried ouf in practice, including who is responsible
for the area, how the gambling operator monitors and detects changes in the risk profile, how
fo react to new risks that the gambling operafor may be misused for money laundering or fi-
nancing of ferrorism, and how new risks are incorporated. The procedure should also de-
scribe how to respond to violafions of the gambling operator’s policies and business proce-
dures.
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The risk management must be based on the gambling operator's business model and the
risks that the gambling operator has identified in the risk assessment.

Example

For example, it may be stafed in the business procedure that the company's anti-money laundering officer is respon-
sible for ensuring that new identified risks are incorporated info the gambling operator's risk assessment.

442 Customerdue diligence procedures

The gambling operator must describe their customer due diligence procedures in their busi-
ness procedures, including when customer due diligence procedures are to be carried out,
what the customer due diligence procedure includes and how the individual activities to be
carried out are handled in practice.

This could be a detailed description of what identity information is to be collected and how it
is to be collected and subsequently verified. It may also detail how the gambling operator up-
dates their information about their customers, how the gambling operator monitors their cus-
fomers and how the gambling operafor assesses the risk of each customer. It can also be a
more detailed description of how the gambling operafor determines if a customer poses an
increased risk.

For more information on customer due diligence procedures, see section 6.

443 Duty fo investigate and register

The gambling operator must investigate certain fransactions and activities. The gambling op-
erafor must therefore have business procedures in place that detail when an investigation is
required, how the gambling operator becomes aware of the transactions and acfivities that
are required to be investigated, and how the investigation is o be conducted.

There is an obligafion fo register the resulfs of the investigations that are carried out. The
gambling operator's business procedures must therefore also describe when to register, what
fo register, and how and where to register.

For example, it could be described that employees should register observations and infor-
mation on the customer's customer profile and at what interval this should be done, possibly

based on the customer's gambling activity.

For more information on the duty fo investigate and register, see section 8.

444 Dutyto report
The gambling operator must prepare business procedures that describe the obligation fo re-
port in more defail. This means thatf the business procedure must describe in more defail in

which situations to report, what to report, how to report, and who should make the report.

It is imporfant that after reading the procedure, employees are aware of what a report is and
what steps need fo be taken.

See section 9 for more information on the obligation to report.
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445 Storage obligation

The gambling operator must store certain information about its customers. Procedures for the
storage obligation must therefore contain a description of the storage obligation, including
what information must be stored, where it must be stored, how long it must be stored and
how it must be deleted again.

See section 10 for more information on the storage obligation.

446 Employee screening

The gambling operator must prevent its employees from abusing their posifion for money
laundering or financing of terrorism. The gambling operator must therefore have procedures
in place thaf detail how they screen their employees.

The screening requirement has fwo elements:

1. The gambling operafor must ensure that the employee has not been convicted of a crim-
inal offense that increases the risk that the employee may abuse his or her position with
fthe gambling operator.

2. The gambling operafor must ensure that the employee has sufficient qualifications fo ful-
fil the position. This means that the employee must have the necessary knowledge in the
field of money laundering to be able to perform their duties safely.

Ad 1)

The gambling operator must ensure that the employee has not been convicted of a criminal
offense which would increase the risk of the employee misusing his or her posifion for money
laundering. This can be ensured, for example, by obtaining and checking the employee's
criminal record prior fo employment. I is important thaf the screening is done before hiring
the employee in question.

The screening requirement also means thaf the gambling operator must ensure that the gam-
bling operafor becomes aware if an employee is convicted of a criminal offense during their
employment that increases the risk of abuse. This can be ensured, for example, by the gam-
bling operator inserting a requirement that the employee must disclose if he or she is con-
victed of a criminal offense during employment, or by obtaining all or selected employees'
criminal records at a fixed inferval.

It is up to the gambling operator to decide which procedure best suits their business. The pro-
cedure chosen must be stated in the business procedures.

It should be noted that screening should be based on a risk-based approach and be propor-
fionate. It is not a requirement that all employees are screened. It depends on what function
the employee will be performing. The gambling operator must therefore consider which func-
fions and work areas that require a screening.

For example, it will not be relevant to screen employees who do not perform functions to en-
sure compliance with the AML Act. However, it is relevant to always screen employees if the
employee, by virtue of their position, can directly or indirectly abuse their position fo contrib-
ufe fo money laundering or financing of terrorism.

Ad 2)

The gambling operator must ensure that the employee has the necessary knowledge and
qualifications fo fulfill their position. This may be fulfilled af the time of employment, but the
requirement can also be fulfilled by training the employee after employment.
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The gambling operator's business procedures for screening employees must therefore de-
scribe in detail how the gambling operator will ensure compliance with the above.

For people who are hired in a position where the person may directly or indirectly misuse the
position for money laundering or financing of ferrorism, it will always be relevant fo investi-
gatfe the person prior to employment. Employees in managerial and/or frusted positions will
also be particularly relevant to screen.

Screening of employees can also be relevant, for example, if the employee:

e performs customer due diligence procedures

e have access fo make fransactions

e have been delegated tasks from the anti-money laundering officer

e employees working in the company's compliance function and employees working in the compa-
ny's infernal audit or internal audit function.

45 Confrols

The gambling operaftor must establish an internal confrol to verify that the gambling operafor
complies with the requirements of the AML Act and follows the their policies and business
procedures. The infernal confrol must be described in the gambling operator's business pro-
cedures, including what is to be confrolled, how and when it is fo be carried ouf and by whom.

The gambling operator must failor the infernal controls to the size of the gambling operator
and the risks associafed with the gambling operafor's business model.

Controls must be carried out at appropriafe fime intervals in the following areas:
e Risk management

e Customer due diligence procedures

e Duty fo investigate, register and nofify

e Stforage obligafion and

e Employee screening.

It is up to the gambling operator fo decide how the confrols are fo be carried out. This can be
done, for example, by taking random samples to check whether sufficient customer due dili-
gence procedures have been carried out in accordance with the business procedures or
whether correct registrations have been made in connection with an investigation of a cus-
tomer.

Example

Gambling operator X's infermal confrol procedure stafes that the head of the compliance feam must perform an infer-
nal confrol once amonth on whether the cusfomer service feam has followed the procedures for implementing cus-
fomer due diligence procedures

It is important that there is sufficient independence between the person performing the con-
frol and the person being controlled.

45.1 Control with the controls

The requirement for confrols fo be carried out also implies a requirement fo control that con-
frols are being carried out in the areas in question and that the controls are appropriate. This
means that the gambling operator must follow up on whether controls are carried ouf as
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planned and that the controls cover all the areas listed above. This must also be described in
the gambling operafor's internal control procedures.

Example

Gambling operator X has a business procedure thaf stipulates that internal confrols must be checked for complefe-
ness and suitability once every six months. The gambling operator's anti-money laundering officer is responsible for
this verification of the confrols.

45.2 Documentation

The gambling operator must be able fo document the controls that have been carried out.
This means that the gambling operafor must be able fo document both that internal confrols
have been carried out and that it has been followed up on that the controls have been carried
out.
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51 Responsibility for legal compliance

The overall responsibility for the gambling operator to comply with the money laundering leg-
islation rests with the gambling operator’s top management. The management should ensure
that its involvement in issues of money laundering and financing of terrorism is visible fo the

board and to all employees and business partners. Management has a personal responsibility
to ensure that there are adequate control measures and procedures in place af the company.

It is not required that gambling operators appoint an employee who has the authority fo make
decisions on behalf of the company cf. section 7(2) of the AML Act.

5.1.1 Responsible board member

If it is deemed relevant, the gambling operator must appoint a board member fo be responsi-
ble for the company’s implementfation of the legal requirements of the AML Act.

It is not required that gambling operafors without a board must appoinf a person with this
function.

The obligation of the responsible board member is, especially, fo ensure thaf the gambling
operafor complies with the rules of the AML Act. For example, meetings can be held with the
employees who are tasked with supervising the customers’ gambling acfivities and similar in
order fo obtain a status on legal compliance.

52 Training

Gambling operafors must ensure that their employees and management receive sufficient
fraining in the requirement of the AML Acf, rules enacted under the AML Act and relevant dafa
protection provisions. It appears from section 8(6) of the AML Act.

It is not adequate o merely hand out the gambling operator's written policies and procedures
fo the employees for them to read. Nor is it sufficient for the fraining only fo be based on the
legal requirements. The training must also deal with the gambling operafor's company and
fthe specific factors associated with this in relation fo combating money laundering and fi-
nancing of terrorism.

It is only required that fraining is conducted within the field of work relevant to the individual
employees. This means that the gambling operator must consider which employees must be
frained in the requirements of the AML Act. Training is not required for employees who do not
perform duties related to anti-money laundering or financing of terrorism.

The training must ensure that the relevant employees know the rules and duties that apply to
the AML area so that they can perform their job adequately and in accordance with the re-
quirements of the legislation.

The requirement for sufficient fraining also means that further fraining of the employees and
management must fake place at appropriate intervals, including, for example, when updating
the gambling operafor’s risk assessment and business procedures, when it affects the em-
ployee’s job function.

It is important that the gambling operafor ensures that the employees in fact participate in the
fraining.

Page 46

Section 8(6) of
the AML Act



The Danish Gambling Authority’s anti-money laundering guidance

5.2.1 Land-based betting retailers

5.2.1.1 Internalretailers
As specified in section 5.2, the gambling operator is obligated fo train their own employees in
accordance with section 8(6) of the AML Act.

A gambling operafor's own employees also cover the operator’s internal retailers of land-
based betting —i.e,, refailers and employees at the operator's own shops.

5.2.1.2 Externalretailers

An external refailer and the retailer's employees are not considered employees of gambling
operators, contrary to employees in the gambling operafor's own shops. This means that the
obligation to frain in section 8(6) of the AML Act cannot be extended to the external retailers.

If a gambling operafor sells its own products via an external refailer and thereby, for example,
outsource the performance of customer due diligence procedures to the external retfailer, the
gambling operator must ensure that the refailer is sufficiently able fo perform the job in a saf-
isfactory way. The gambling operator may do this, for example, by fraining the external re-
failer.

See section 7.3.6 on the gambling operator's option of fraining external retailers and the re-
failer's employees when an obligation under the AML Act has been outfsourced.

53 Consolidated companies

It is required that consolidated companies, in addition fo the requirements in section 8 of the
AML Act, also have written policies and procedures for data profection and exchange of infor-
mation exchanged for the purpose of combatfing money laundering and financing of terrorism
within the group. It appears from section 9 of the AML Act.

It is important fo emphasise that the requirements only apply to those companies within the
group that are covered by the AML Act. For example, a subsidiary which is nof covered by the
AML Act is not subject to these requirements either.

The procedures for the exchange of information within the group must comply with the data
profection legislafion rules.

There is also a requirement that risk assessment, policies and procedures in a parenf com-
pany cover the entire group, of course only the parts that are covered by the AML Act. In prac-
fice, this means thaf the procedures can be prepared cenfrally in, for example, the parent
company, but it is however, required that the individual procedures are adapfed fo the spe-
cific circumstances of the legal enfity.
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6.1 The purpose of customer due diligence procedures Sections 10-18

It is a basic requirement of the AML Act that gambling operators must know their customers. Of the AML ACT
This applies to both online and land-based gambling operators. The purpose of customer due

diligence procedures is for the gambling operator to know who the company's customers are

and what the customer's purpose of the customer relationship is. For a gambling operator, it

is therefore important fo ensure thaf the customer's purpose of gambling is not to try to laun-

der money or finance terrorism.

The gambling operator must respond to changes in the customer relationship fo an extent
that should aftract attention, e.g,, if a customer who normally only participates in betting sud-
denly only gambles on gaming machines. To ensure this, the gambling operator needs o
know their customers and have procedures in place for what to observe and fake action if
there are indications of money laundering or financing of terrorism attempts.

The rules for customer due diligence procedures are set out in chapter 3, sections 10-21 of
the AML Act.

It should be noted that there are a number of executive orders® that regulate the specific pro-
vision of gambling, and that these also contain a number of rules on customer due diligence.
Gambling operators must therefore be aware of this and make sure they comply with all regu-
lations.

For example, gambling operafors should be aware that even though there are a number of
similarities between the identity information that must be obtained about the customer, com-
pliance with the requirements of the gambling legislation does not necessarily mean that the
operator meets the requirements of the AML Act. For example, the requirement for the qual-
ity of documentation sources is higher under the AML Act than it is in relafion fo the gambling
legislation.

6.2 When to implement customer due diligence procedures? Sections 10 of

A gambling operator must implement customer due diligence procedures in the following sit- 'I'he AML AC'I'
uations:

1. When a business relationship is established

2. When a customer's relevant circumstances change

3. Afappropriafe fimes

4. When offering games where the stake or payout of winnings (or both) is af least €2,000

5.  Suspicion of money laundering or financing of terrorism

6. Incase of doubt abouf previously obfained information abouf the customer

Below is a more detailed explanation of the above sifuations.

6.21 When a business relationship is established

The gambling operator must implement customer due diligence procedures when establish-
ing a business relafionship. A business relationship is defined as a customer relationship that,
at the time of establishment, is expected fo be of a cerfain duration. It appears from section
2(1)(3) of the AML Act.

5 Executive Order on online casino, Executive Order on online betting, Executive Order on land-based betfing and Executive Order on
land-based casinos
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A business relationship will be established if the company believes that the customer will use
the company's services repeatedly and will therefore be a regular repeat customer. A busi-
ness relationship is always established if a customer opens an account, including a gambling
account or similar, with the company.

In contrast, in the case of one-off transactions or activities for customers as referred to in sec-
fion 10(3) of the AML Act, there is no expectation that the customer relationship will be of a
certain durafion. When a customer relationship is not categorised as a business relationship,
the customer relationship is characterised as a one-off fransaction.

6.2.1.1 Online gambling

In order to be registered as a customer with an online gambling operator, it is a requirement
that the customer registers and a gambling account is created. A gambling operator therefore
establishes a business relationship with a customer the moment a gambling account is cre-
ated for the customer.

6.2.1.2 Land-based betting

In order to place a bet with a land-based betting operator, it is a condition that the customer is
registered with the gambling operator. In this connection, the customer is issued a means of
identification (Player ID) fo which an account is linked. A business relationship is thus estab-
lished with the customer by creating a Player ID with an associated gambling account.

6.2.1.3 Land-based casino

Af a land-based casino, all customers are registered upon arrival. However, it varies whether
the customer is considered a business relationship or a one-off transaction is made for the
customer for the purposes of the AML Act.

As stated in section 6.2.1, in order for a customer to be considered a business relationship, it
must be expected that the relationship between the gambling operator and the customer will
have a certfain duration. What exactly constitutes "a certain durafion" is up to the gambling op-
erafor fo define. However, it is to be expected that the relationship is of a certain durafion, and
thus covered by the definition of a business relationship, if the same customer returns regu-
larly to the same casino.

If the customer has a weekly, monthly or annual pass, the customer is considered a business
relationship.

On the other hand, customers who do not have a weekly, monthly or annual pass and where
the relationship with the customer is not expected to have a cerfain duration should be con-
sidered as one-off transactions. This could include occasional customers such as fourists, efc.

It should be noted that according fo the executive order on land-based casinos, a casino is
obliged to register and check the name, address, civil registration number and time of arrival
of all customers, regardless of whether it is a business relationship or a one-off fransaction.

6.22 When a customer's relevant circumstances change

The gambling operator shall re-perform customer due diligence procedures if the relevant cir-
cumstances of a business relationship change. For example, if a customer becomes a politi-
cally exposed person (PEP) or if the customer's behaviour/gambling pattern changes signifi-
cantly, e.g., the customer starts gambling in a different way and for higher amounts than be-
fore. Based on a risk assessment, the gambling operator must decide whether, due to the
changed circumstances, new dafa on the customer, including, for example, identity infor-
mation or similar must be obfained again. The data fo be obfained depends on the specific
situation. For example, it can be sufficient to perform further procedures to verify a
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customer's identity if the gambling operator becomes aware that a customer has changed
their name or civil registration number. In other situations, for example if the customer’s be-
haviour changes, it may not be sufficient fo verify the customer’s identity information.

The customer due diligence procedure must be carried out when the gambling operator be-
comes aware of the changed circumstances, for example through the gambling operator's
ongoing monitoring of the customer.

6.2.3 At appropriate times

There is also an obligafion on the gambling operator fo carry ouf customer due diligence pro-
cedures at appropriatfe fimes, i.e., at appropriafe fixed intervals in the customer relafionship
with the business associafe. This is fo ensure that the information the gambling operafor has
about the customer is correct and sufficient. Therefore, in addifion fo carrying out customer
due diligence procedures if a customer's relevant circumstances change, the gambling opera-
for must also ensure that this happens at appropriafe regular infervals.

The requirement cannot be waived, and the gambling operator must determine what appro-
priate infervals are on a risk-based basis. This means that the interval can be determined
based on a risk assessment of the individual customer and customers can be divided info
groups (e.g., limited, medium or increased risk) depending on, for example, gambling activity,
gambling consumption, efc. Ranges can then be set for the relevant customer groups, e.g,,
one range for medium risk customers and another range for increased risk customers. The
assessment cannof lead fo the conclusion that customer due diligence procedures do nof
need fo be implemented.

The risk-based approach means that gambling operafors must apply their resources where
there is increased risk, so for lower-risk customers there may not necessarily be a need for as
frequent repetitive procedures. The scope of the customer due diligence procedure is defer-
mined based on a risk assessment of the customer relationship. There are no requirements
for how the customer due diligence procedure is carried out, so it can be either automated or
manual. The requirements for the gambling operator's processes depend on the size of the
business, which means that the requirements for large gambling operafors’ processes are
more extensive.

6.2.4 Offering games where the stake or payout of winnings (or both) is at least €2,000

The gambling operator is obliged to implement customer due diligence procedures in cases
where the customer places a bet, is paid a prize or both of af least €2,000, whether the frans-
action occurs in one go or as several fransactions that appear fo be inferrelated. However, this
only applies in cases where a business relationship has not been established and thus cus-
fomer due diligence procedures have already been carried out.

6.25 Suspicion of money laundering or financing of terrorism

It is a requirement that the gambling operator performs customer due diligence procedures in
cases where the gambling operator has knowledge or suspicion of money laundering or fi-
nancing of ferrorism. The requirement applies even if a stake or payout of a prize or both is
less than €2000.

If the customer refuses to provide the necessary information to complete the customer due
diligence procedure, the gambling operator must notify the Danish Financial Intelligence Unit
with the information in the gambling operator's possession.
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In section 6.6, you can read more about termination of an established customer relationship
and inadequate information and in section 9 you can read more about the duty of notification.

6.2.6 In case of doubt about previously obtained information about the customer

If the gambling operator has reason fo doubf the correctness or sufficiency of previously ob-
fained information about the customer, the gambling operafor is obliged fo carry ouf cus-
fomer due diligence procedures again.

A concrete assessment must be made of what information is necessary fo obfain. The gam-
bling operafor must assess, based on a risk assessment, whether all or only parts of the cus-
fomer due diligence procedure should be repeated. This may also depend on whether the in-
formation is insufficient or incorrect.

6.3 What do customer due diligence procedures consist of?

The general requirements for customer due diligence procedures are sef out in section 11 of
the AML Act.

Gambling operafors need fo do fwo things. They must obtain identity information on the cus-
fomer and verify the identity information obtained.

6.3.1 Obfaining identity information

Gambling operators must obfain a customer's identity information. This includes the custom-
er's name and civil registration number or similar. If the customer does not have a civil regis-
fration number or similar, the gambling operator must obtfain the customer's date of birth.

For customers who do nof live in Denmark, an alfernative to a civil registration number could
be a national ID number. If a customer's national ID number is used, it is essential that it is a
unique number and that the number is permanent or at least the customer's active nafional
number. Date of birth can only be used in the relafively rare case where a unique number is
not available.

6.3.2 Verifying identity information

The identity information obtained from the customer must be verified by documents, dafa or
information obtained from a reliable and independent source. This means, for example, elec-
fronic means of identification, relevant trust services or any other secure form of remote iden-
fification process or electronic identification process that is regulated, recognised, approved
or accepted by the competent nafional authorities. This means that the verification of the cus-
fomer's information must be done through a source other than the customer.

The gambling operator must ensure that the source is current, which is particularly relevant
when it comes fo ID documents and their validity. This could be ID documents such as pass-
ports, driving licences, national ID cards and the like.

If the gambling operator assesses that there is an increased risk to the customer, further ac-
fion must be faken, regardless of whether the customer's identity information has been veri-
fied. It is also a specific assessment of how much documentation must be available in order
for there to be sufficient verification of the customer's information. However, in the specific
situation, there must be no reason to doubt that the customer is the person the customer
claims to be.
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Additional documentation can be:

e searching a database like the CPR register

e Submission of photo identification

e Requirement that the first deposit is made by a fransfer from the customer's account at a
financial institution where the customer has idenfified themselves

e the customer is confacted by phone, as the phone number must be verified by reliable
lookup.

In situations where the customer is physically present, verification in the form of photo identi-
fication will give the gambling operator increased assurance that the customer is who they
claim to be.

In situations where the customer and the gambling operator do not meet physically (remote
customer relationship), there is an increased need for the gambling operator fo have mitigat-
ing measures fo ensure that the customer is actually the person they claim to be.

Regarding MitID and its use as a verification source, it is nofed that MitID can stand alone as
an electronic verification source for customers who are nof subject fo enhanced customer
due diligence procedures. This means that the gambling operator can obtain and verify iden-
fity information for customers who pose a limited or medium risk, but not for customers who
pose an increased risk. If the gambling operator has assessed that a customer poses an in-
creased risk, the gambling operator must carry out further checks of the customer's identity
information. The additional control can be, for example, that the gambling operafor requires
additional documents from the customer, searches exfernal sources or requires the first de-
posit to be made as a bank fransfer. For more information about MitlD as a confrol source,
please refer to the Danish FSA's guidelines on the use of MitID as a control source in cus-
tomer due diligence procedures.

6.3.2.1 Specifically for land-based casinos
When registering in person, the customer must present idenfification thaf confirms the regis-
tered information about the customer. For example, a passport or driving license.

The casino must be convinced thaf the customer is who they say they are. There must not be
any circumstances thaf could give rise to doubt thaf the customer is the person appearing
from the identfification documents.

6.3.2.2 Temporary accounts

If the gambling operator cannot immediately check the customer’s identity information upon
registration of the customer, a temporary account can be created. It appears from section
14(4) of the AML Act. If the gambling operator’s confrol of the identity information is carried
out immediafely, for example when MitID is used, the account is a verified account and nof a
temporary account.

If the gambling operator has creafed a temporary account for the customer, the control of the
customer’s identity information must be carried out as soon as possible and within 30 days at
the lafest after the registration of the customer. If the verification of the identity information
cannot be completed, the femporary account must be closed The rules on temporary ac-
counts are regulafed by the gambling legislation.

If the gambling operator cannot complete the verification of the identity information for in-
stance because the customer has provided false identity information, it can in itself pose as
suspicious behaviour. The same may apply if the gambling operafor for other reasons cannof
complefe the confrol of the idenfity information. In such cases, the gambling operafor must
consider if it should be reported fo the Danish Financial Infelligence Unit.
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6.3.3 Purpose and infended nature

Gambling operators shall assess and, where appropriate, obtain information about the pur-
pose and infended nature of a business relationship. It appears from section 11(1)(4) of the
AML Act.

The assessment must be made at the establishment of the business relationship and regu-
larly throughout the customer relationship. This means that the gambling operator must carry
out the assessment when the customer creates an online gambling account or, for example, a
weekly, monthly or annual pass to a land-based casino.

Thus, in all cases, gambling operators must assess the purpose and intended nature of the
business relationship. Only if applicable, the gambling operator must also obtain this infor-
mation from the customer. Whether it is relevant to obtain information from the customer is a
case-by-case assessment.

When the gambling operafor has knowledge of the customer's purpose and intended nature,
the gambling operator can betfter assess whether the customer's purpose of using the com-
pany is legitimafe and thus gain a befter insight info the customer's risk profile.

When a customer creafes a gambling account or visits a casino, the starfing point is that the
customer's purpose is to gamble. This is because the business model of gambling operators
is limited to providing gambling products only.

When assessing the customer's purpose of the business relationship, the gambling operafor
may include information on the number, size and scope of the fransactions that the customer
is expectfed to carry out. That is, how much money the customer infends to gamble and how
offen the customer will gamble. The gambling operator can make the assessment based on
the information they already have about the customer, e.g. deposit limit information or by ask-
ing the customer for the information.

In addition, gambling operafors must assess the infended nature of the business relafionship.
This means that the gambling operafor must know the characteristics and circumstances that
fogether give the business relafionship its distinctive character. In this context, it may be rele-

vant fo understand the customer's income and assefts, i.e. how the customer will finance their
gambling.

The gambling operator must use the information about the customer's funds fo assess
whether the customer's income is in line with the customer's expected and current spending.
For example, if the gambling operafor is aware that the customer does not have an income,
this information must be included in the gambling operator's organisation of the monitoring of
the customer so that the gambling operator can become aware if the customer's gambling
consumption does not harmonise with the customer's income and assefs.

It will offen be necessary for the gambling operafor fo obfain the information from the cus-
fomer, as if can otherwise be difficulf to determine the customer's financial situation, e.g,, by
using open-source searches.

6.3.4 Continuous monitoring

Gambling operators must continuously monitor an established business relationship. It ap-
pears from section 11(1)(5) of the AML Act. The requirement applies both to fransactions
made by the customer and to the customer's other activities, generally referred to as cus-
tomer behaviour.
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It is up to the gambling operator how the monitoring should be done, and this can be done
both manually and systemically. For a gambling operator, monitoring will typically require an
effective IT solution due to the volume of customers and the complexity of products and
fransactions, but this is not a requirement if it is ensured that the necessary monitoring is car-
ried out.

The purpose of the monitoring is to ensure that the transactions are in accordance with the
gambling operator's knowledge of the customer and the customer's business and risk profile,
including, where necessary, the origin of the funds. This means that the gambling operator
must continuously monitor for unusual fransactions or activities. This could for example be
unusual fransactions or activity on the customer's gambling account in relation to the
knowledge that the gambling operator has about the customer, and at the same time whether
the customer's fransactions and activities are consistent with other customers with the same
business and risk profile.

The customer's business profile is defined as information about the purpose of the business
relationship, the scope and size of transactions, frequency and duration.

The customer's risk profile means that the monitoring must be based on the profile of the
customer that the gambling operator has arrived at based on its risk assessment of the cus-
tomer. A risk assessment can never lead to a business relationship not being monitored.

The gambling operator must adapt the monitoring fo the individual customer. The monitoring
must be continuously adjusted based on the gambling operator's knowledge of the customer,
including if the customer's risk profile changes. If a customer's business and risk profile
changes, the gambling operator must adjust the monitoring of the customer. If the company
has conducted an investigation of the customer based on suspicious circumstances, it may
be relevant to extend the monitoring. See section 8.1.2. In order fo be able fo sef up and im-
plement adequafe monitoring of the individual customer, it is essential thaf the information
that the gambling operafor has about the customer is up-fo-date and correct.

If a fransaction is unusual based on the gambling operator's knowledge of the customer's as-
sefs, the gambling operafor must, based on a risk assessment, obtain information about the
origin of the customer's funds. In this case, the gambling operator must know the origin of the
funds. It will typically not be sufficient to simply obtain additional information from the cus-
tfomer about the origin of the funds. The gambling operafor must obtain documentation, e.g,,
in the form of pay slips, annual statements, estafe inventory or similar.

The origin of funds covers information abouf,

e from where the customer's wealth originates,

e from which the funds involved in the fransaction originate, or

o from where the funds that are part of the business relafionship originafe.

It is therefore relevant fo investigate what assets or wealth the customer has and how the
customer earns their money. In the context of a fransaction, it may therefore be necessary to
examine all three factors fo defermine whether a transaction is usual or unusual for the cus-
fomer in question. This gives the gambling operafor the opportunify fo confirm or disprove a
suspicion of money laundering. For example, if a customer has deposited a large amount of
money thaf the gambling operafor believes is unusual for the customer, the gambling opera-
for may, for example, obfain information and documentation on the origin of the funds depos-
ited by the customer. In relafion to the enhanced customer due diligence requirements, it may
be necessary in relafion to customers who are assessed as higher risk fo know the origin of
funds before transactions are made for the customer.

6.3.4.1 Specifically for land-based casinos
Some customers at a land-based casino will need to be considered as one-off fransactions.
Some customers, however, may be business associafes that the casino is obliged fo monitor
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on an ongoing basis. As stated above, it is up fo the casino how the casino will organise the
monitoring, including whether this should be done manually, systemically or by a combina-
fion of these. What is essential is that the monitoring put in place is sufficient to monitor the
customer's fransactions and behaviour, as stated above.

6.4 Customer risk assessment

The gambling operator must complete all customer due diligence requirements under sec-
fion 11(1) and (2) of the AML Act. The extent of the customer due diligence procedures de-
pends on a risk assessment. It appears from section 11(3).

The gambling operator must be aware that a risk assessment of the customer can never lead
fo not implementing customer due diligence procedures. This means that even in cases
where the gambling operafor has assessed that a customer poses a limited risk, the gambling
operator cannot fail to verify the customer's identity information.

As a minimum, the gambling operator must include the following in the risk assessment of
the customer:

e Purpose

e Scope

Regularity

Duration

The gambling operator must make an assessment of the risk of the individual customer when
the gambling operafor establishes a business relationship. That is, when a customer creates
an account or, for example, a weekly, monthly or annual pass fo a land-based casino. In addi-
fion, the gambling operator must identify relevant customer risk factors in order o assess the
scope of the customer due diligence procedures to be implemented. The gambling operafor
must use the overall risk assessment according to section 7(1) of the AML Act to assess the
level of the customer due diligence procedure in the individual customer relafionship.

The purpose of the customer risk assessment is for the gambling operator to understand
where and to what extent the individual customer may misuse the gambling operator for
money laundering and financing of ferrorism. The customer risk assessment should be used
fo determine the scope of the customer due diligence procedure. For customers who pose an
increased risk, this means that additional measures need fo be ftaken.

The customer risk assessment means thaf the gambling operafor must identify and assess
risk factors that may affect the risk of the customer. Annexes 2 and 3 of the AML Act lista
number of risk factors thaf can lead fo limifed and increased risk, respectively. The gambling
operafor must use the risk factfors listed in the annexes as a starfing point. This means that
the gambling operator’s risk assessment of the customer must cover informafion on whether
the customer is a resident in countries listed on FATF's grey and black lists and which thereby
contributes fo increasing the risk of the customer. However, it is important to emphasise that
fthese are not exhaustive lists which is why the gambling operafor if necessary must involve
and collect other relevant information about the customer fo ensure that all relevant risk fac-
fors are covered. The gambling operator can, for example, include the products and payment
solutions used by the customer.

Risk factor assessment means that the gambling operator must holistically assess the extent
fo which the identified risk factors expose the company fo being misused for money launder-
ing or financing of ferrorism. One way o assess risk is fo weight the individual risk factors that
lead to the overall risk assessment of the customer. The resulf of the assessment of the rele-
vant risk facfors then reflects the risk assessment of the customer. In practice, the gambling
operafor can choose fo cafegorise customers into different levels or risk profiles, such as lim-
ited risk, medium risk and increased risk.
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Example

A customer creates a gambling account with @ gambling operator that offers online casino and betting. The customer
exclusively plays games against other cusfomers and finances their game with several different payment solutions,
including debif cards and e-wallet. The cusforer is a resident of Denmark and has indicated that he/she expects fo
gamble for DKK 15,000 per month. Based on the specific information about the cusfomer and the gambling opera-
for's business model in general, the gambling operator assesses that the customer poses an increased risk.

Section 11(4) of the AML Act states that the gambling operator must be able fo demonstrate
fthat the risk assessment of the individual customer is sufficient in relafion fo the risk of money
laundering and financing of terrorism. This means that the gambling operator must ensure
that the gambling operafor uses sufficient informatfion fo make an objectfive risk assessment
of the customer, where all relevant risk factors are taken into account.

The gambling operaftor must be aware thaf the customer's risk profile may change during the
customer relationship. For example, the gambling operator may find out that the customer
has become a politically exposed person or thaf the customer starfs using the gambling oper-
ator's products and payment solutions that are associated with an increased risk. Another ex-
ample is if the customer repeatedly places bets on events thaf are observed in your own or
external alarm systems as a potentially manipulated event (mafch-fixing). The new infor-
mation abouf the customer may result in the customer's risk profile changing from limited risk
fo increased risk or vice versa.

The gambling operator's obligation tfo implement customer due diligence procedures must be
fulfilled throughout the entire customer relationship. The gambling operator is therefore
obliged to continuously update the customer's risk profile.

6.5 Enhanced customer due diligence procedures

There is a requirement for enhanced customer due diligence procedures in a number of
cases where there is deemed fo be an increased risk of money laundering or financing of fer-
rorism.

It will be up to the gambling operator fo define what the enhanced customer due diligence
procedures should consist of based on the risk assessment made by the gambling operafor
with regard fo the situations where there are enhanced requirements.

In addition, enhanced customer due diligence procedures are required if the customer is
based in a country on the European Commission's list of high-risk third countries or if the cus-
tomer is a politically exposed person. Both circumstances are discussed below in sections
6.5.2and 6.5.3.

6.5.1 Customers who pose an increased risk of money laundering

Enhanced customer due diligence procedures must be implemented if a gambling operator
assesses that a customer poses an increased risk of money laundering or financing of terror-
ism. It appears from section 17(1) of the AML Act.

Enhanced customer due diligence procedures are applied in addition fo the sfandard cus-
fomer due diligence procedures set out in section 11 of the AML Act. This means that the en-
hanced customer due diligence procedures supplement the regular procedures in situations
where there is an increased risk of money laundering and financing of terrorism. Based on a
risk assessment of the customer, the gambling operafor must decide which additional
measures are required fo manage the increased risk posed by the customer.
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Thus, enhanced customer due diligence procedures mean that the gambling operator must
take additional measures to manage the increased risks posed by the specific customer.

It is up to the gambling operator fo assess whether there is an increased risk, but in the as-
sessment, the gambling operator must take into account the high-risk factors listed in Annex
3 to the AML Act, as well as other high-risk factors that are considered relevant.

Therefore, it is notf possible fo give an exhaustive list of which situations entail enhanced cus-
tfomer due diligence procedures and what these should ulfimately include, as if is the gam-
bling operator who, based on its risk assessment, must assess what can limit the increased
risk of money laundering and/or financing of terrorism. It is the overall assessment of all risk
factors that determines the risk of each customer. Appendix 3 is a non-exhaustive list, and the
gambling operator must include other risk factors depending on the gambling operator’s
products, customer types, etc. cf. section 7 of the AML Act. However, as a starting point, in-
creased monitoring of a customer that poses an increased risk should always be initiated in
order to determine if fransactions or acfivities are suspicious.

The gambling operator must be able fo demonstrate that the measures implemented in rela-
fion to customer due diligence are sufficient in relation to the risk of money laundering and
financing of terrorism.

6.5.1.1 When should the assessment be done?
In connection with the establishment of the business relationship, the gambling operator
must assess whether the customer poses an increased risk.

Enhanced customer due diligence procedures must be implemented throughout the entire
customer relationship. The risk assessment of the individual customer may change during the
customer relafionship, e.g,, if the customer no longer uses a product that has caused the cus-
fomer fo be assessed as posing an increased risk or if the customer’s fransaction pattern
changes.

On the other hand, a customer who has not previously posed an increased risk may, for ex-
ample, change transaction patterns or have an unusual gambling pattern compared fo before,
and where the gambling operafor therefore assesses that the customer now poses an in-
creased risk. In such cases, the gambling operator must implement enhanced customer due
diligence procedures even if the customer has not previously posed an increased risk. The
fact that the gambling operafor has nofified the Danish Financial Infelligence Unit several
fimes about the customer may also be included in the assessment of whether the customer
poses an increased risk.

As a resulf of the ongoing moniforing of the customer, the gambling operator may, for exam-
ple, become aware thaf the customer changes transaction patterns. This would constitute a
risk that could lead to the gambling operator implementing enhanced customer due diligence
procedures towards the customer in question. In this connection, the gambling operafor can,
for example, obfain information about the origin of the funds, i.e., how the customer finances
their gambling.

6.5.1.2 What do enhanced customer due diligence procedures consist of?
As sfafed, it is not possible fo provide an exhaustive list of what enhanced customer due dili-
gence procedures consist of.

Based on the assessment of the customer, the gambling operafor must decide which
measures to implement.
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Enhanced customer due diligence procedures can be, for example

e Obtaining address or place of birth information (address information may also be necessary to
identify risk factors in the customer relationship).

e Obtaining additional information about the customer (purpose and intended nature).

o \Verification of customer identity information by multiple independent and frusted sources.

e Obtaining information about the customer’s assets and the origin of funds.

e Conducting customer due diligence procedures af a shorter interval.

e Ongoing investigation of customer fransactions.

6.5.2 Customers from high-risk third countries

A gambling operafor must implement enhanced customer due diligence procedures if the
customer is based in a country listed on the European Commission’s list of high-risk third
countries. This applies regardless of the gambling operafor’s risk assessment of the cus-
fomer. It appears from section 17(2) of the AML Act.

This means that a gambling operator must be aware of the European Commission’s list and
whether new or existing customers are or have been domiciled in one of the listed countries.

6.5.2.1 What do the enhanced customer due diligence procedures include?
If the customer is located in a high-risk third country, the enhanced customer due diligence
procedures include the following:

1. Obfaining addifional information about the customer

. This could be information such as the customer’s address or place of birth.

2. Obfaining additional information about the intended nature of the business relationship.
3. Obfaining information about the origin of the funds and the source of the customer’s as-
sefs.

. This means information about the source of the customer’s assets, the funds in-
volved in the transaction or the business relationship.

4. Obfaining information about the reasons for the requested fransactions.
5. Increased monitoring of the business relationship by increasing the number of checks
and by selecfing transaction patterns that require closer investigation.

. This means that the gambling operator must conduct in-depth monitoring of the
customer and the fransactions fo determine whether the customer’s infended
natfure of the business relationship is consistent with the knowledge the gam-
bling operator has of the customer.

6.5.3 Politically exposed persons

Gambling operafors must have procedures in place fo defermine whether a customer is a po-
litically exposed person (PEP), close associate or close business partner of a politically ex-
posed person. It appears from section 18(1) of the AML Act.

6.5.3.1 What is a politically exposed person?
Politically exposed persons are individuals who hold a particular public position of frust and
as a resulf may be suscepfible fo bribery and other corruption.

It should be noted that the fact that a person is a PEP does not mean that the person is aufo-
matically considered susceptible to corruption and bribery. The rules are thus preventative
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and should also be seen in light of the fact that bribery and corruption is a major problem
globally.

Below is the definition of a PEP in the AML Act:

e Head of State, Head of Government, Minister and Deputy or Assistant Minister. This in-
cludes all ministers and heads of department.

e Member of Parliament or member of a similar legislative body. This includes both mem-
bers of the Danish Parliament and members of the European Parliament.

e Member of the governing body of a political party. This includes persons in the main
boards or similar governing body of the Danish parliamentary parties, if the role of the
body is defined in the party's statutes.

e Supreme Court judge, member of the Constitutional Court and of another high judicial
body whose decisions are subject to further review only in exceptional circumstances. In
addition to Danish Supreme Court judges, this also includes Danish judges af international
courts.

e Member of the audit court and supreme governing body of a central bank. This includes
the Executive Board of Danmarks Nationalbank, Danish state auditors and the Danish
member of the European Court of Auditors.

e Ambassador, chargé d'affaires and senior officer in the armed forces. This includes the
senior commanders of the armed forces, more specifically defined as the Chief of De-
fense, Deputy Chief of Defense, Service Chiefs and ambassadors of Danish embassies.

e Member of the administrative, management or confrolling body of a state-owned enter-
prise.

e Director, deputy director and member of the board of directors or person holding a similar
position in an infernafional organisation. The definifion also includes the director of agen-
cies and members of the board of directors of agencies where this group of persons has
actual decision-making powers.

o Directors, deputy directors, board members and persons holding similar positions in inter-
nafional organisations. This includes persons nominafed, appoinfed or employed by the
government, a ministry or minister of an infernational organisation established by the con-
clusion of a formal international political agreement.

Both domestic and foreign PEPs, family members and close associates of PEPs are covered
by the AML Act.

6.5.3.2 Family members of a politically exposed person

A family member of a politically exposed person is defined as being:
e spouse, registered parfner or cohabiting partner,

e parentsand

e children and their spouses, registered partners or cohabifants.

The tferm does not include siblings or stepchildren and stepparents.
Family members must be identified as they may benefit from their close connection fo the
polifically exposed person or be misused as a consequence.

Gambling operafors must treat family members according to the same rules as PEPs. The
specific risk assessment of a PEP is therefore crucial for how the customer due diligence pro-
cedure is organised for the PEP's family members. If the PEP has been assessed as high risk,
the PEP's family members shall be considered in the same way, unless the individual risk as-
sessment of thaf family member indicates otherwise.

6.5.3.3 Close associate of a politically exposed person

A close associafe of a polifically exposed person is defined as a nafural person who:

e isthe beneficial owner of a company or other legal entity jointly with one or more PEPs,

e ofherwise have a close business relationship with one or more PEPs, e.g. as a frading
parfner over a long period of fime,
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o isthe sole beneficial owner of a company or other legal entity established solely for the
benefit of a PEP.

Gambling operators must freat close associates according to the same rules as PEPs. The
specific risk assessment of a PEP is therefore crucial for how the customer due diligence pro-
cedure is organised for the PEP's close associate. If the PEP has been assessed as high risk,
the PEP's close associates shall be considered in the same way, unless the individual risk as-
sessment of the close associate in question indicates otherwise.

6.5.3.4 Determining PEP stafus

Gambling operators must have procedures in place fo determine if a customer is a PEP. This
applies fo the establishment of a business relationship or if the business relationship changes
in scope, but also to the execution of a one-off transaction.

As stated in section 6.2.1, customer due diligence procedures must be implemented when
establishing a business relationship. The gambling operator must also determine whether the
customer is a PEP.

Land-based casinos, regardless of whether it is a business relationship or a one-off transac-
fion, must always screen for PEP status when registering the customer upon arrival.

It is up to the gambling operator fo determine the specifics of how the gambling operator
identifies that a customer is a PEP.

When a customer is identified as a PEP, gambling operators must obfain information about
the customer based on a risk assessment. Although the level of customer knowledge must
be considered an aggravating circumstance compared to "ordinary" customers, the gambling
operator is allowed some flexibility.

The PEP itself will usually be the primary source of the information, but it is possible and
somefimes necessary to obtain information from other sources.

The gambling operator must have procedures in place fo ensure that the identfification of
whether a customer is a PEP takes place when the customer relafionship is established or ex-
panded. Among other things, the gambling operator must observe the following:

1. Seek clarification on whether a customer is a PEP, e.g, by consulfing the Danish FSA's list
of domestic PEPs. For foreign PEPs, this can be done by searching the internet or sub-
scribing to service providers that offer this service.

2. The gambling operator shall fake reasonable measures to idenfify those customers who
may be related or close business partners of a PEP, e.g., by consulting the PEP.

3. The gambling operator must take reasonable measures to identify whether a customer is
a foreign PEP.

6.5.3.5 Reasonable measures

"Reasonable measures" include, for example, the following measures. It is up fo the gambling
operafor in each specific case to assess what is sufficient fo fulfil the requirements of the AML
Act.

e The gambling operafor obtains information from the PEP in question.

e The gambling operafor uses the information about the customer that is already available
in the operafor's systems.

e The gambling operafor uses the external sources thaf the company has access to, such
as the internet and news media.

e The gambling operafor subscribes to one or more of the service providers that offer infor-
mation about who is a PEP, a family member of a PEP or a close associate of a PEP.
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e The gambling operafor actively verifies information that the company is unsure of, e.g. by
asking the relevant customers.

6.5.3.6 The Danish Financial Supervisory Authority's lists of politically exposed persons

The Danish FSA maintains, updates and publishes lists of current politically exposed persons
in Denmark, Greenland and the Faroe Islands. There is a link to the lists on the Danish Gam-
bling Authority's website under the section on "Prevention of money laundering".

The lists contain information about name, date of birth and job title. The lists do not contain
information on family members or close associates of PEPs, who must therefore be identified
by other means.

The lists are based on information reported fo the Danish FSA. The regulation requires under-
fakings, agencies and organisations that have an employer-like relationship with a PEP to re-
port information on name and fo report when changes occur.

Please note that the lists are a tool for conducting a search to identify whether a customeris a
PEP, but that the gambling operator may need to collect information elsewhere, e.g. from do-
mestic PEPs and related and close business partners in order to establish thaf there is iden-
fity similarity and nof just name similarity.

6.5.3.7 Commercial providers of PEP lists

Gambling operators can subscribe to private commercial providers as part of their business
processes to provide solutions for PEP lists and the identification of family members and
close associafes of PEPs.

Such systems can help gambling operafors to obtain information on PEP status, including the
status of the PEP and of a family member or close associafe of a PEP. However, gambling op-
erafors must also assess whether there is a need fo use other sources to obtain the infor-
mation.

There is no requirement fo use such systems, and it is up to the gambling operafors them-
selves fo assess whether it is a fool they want fo purchase access fo.

The requirements for the gambling operator’s processes depend on the size of the business,
which means that the requirements for large gambling operators’ processes are more exten-
sive.

6.5.3.8 Determining the origin of the PEP's funds and assets

The gambling operator shall, in the case of the PEP, also fake appropriate measures to deter-
mine the origin of the funds and property of the PEP involved in the business relationship or
fransaction. It appears from 18(2) of the AML Act. Obtaining information fo determine the
origin of the funds shall be based on a risk assessment of the customer relationship sought to
be esfablished by the PEP.

The risk assessment may include elements such as the customer's country of residence, the
customer's position, the customer's reputation, efc. Appropriafe measures may also include a
risk assessment in relafion fo the product a customer has chosen. High-risk products with
large fransactions require more in-depth investigations than producfs with limited risk.

For example, based on the risk assessment, the gambling operator may request the PEP fo
provide the necessary information. This could be bank statements, pay slips or similar. It may
be necessary fo obtain the information from the customer if the gambling operafor does nof
already have the information or if the information thaf the gambling operator has is no longer
up fo date.
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In cases where the gambling operator has in-depth knowledge of the PEP's financial circum-
stances, e.g,, as a result of a multi-year customer relationship, the gambling operator may,
based on a risk assessment, decide that the knowledge held by the gambling operator is suf-
ficient to determine the origin of the funds and assets covered by the business relationship.
The gambling operator may also obtain information from external sources or similar, e.g., by
searching the internet.

6.5.3.9 Enhanced monitoring
There is a requirement for enhanced monitoring of a business relationship with a PEP, their
family members and close associates. It appears from section 18(4) of the AML Act.

The extent of the enhanced monitoring can be based on a risk assessment of the PEP. Indi-
viduals from countries where there is a high level of corruption could potentially be said to
pose a higher risk of money laundering or financing of terrorism, and it will therefore be nec-
essary to pay extra aftention to such individuals. Thus, it is possible to differentiate between
politically exposed persons residing in Denmark and politically exposed persons residing in a
country with an increased level of corruption. The risk assessment carried ouf cannot lead fo
a decision nof fo carry ouf enhanced monitoring.

An example of a breach of the provision is a company where a politically exposed person is
monitored in the same way as the rest of the customer portfolio, which is not otherwise sub-
ject fo enhanced monitoring.

Example

Enhanced monitoring of a PEP could be, for example, setting lower or more frequent thresholds for friggering an
alarm for the PEP in question or updating cusformer knowledge more frequentty.

6.5.3.10 Ongoing assessment of PEP sfafus

Even if a customer has not been identified as a PEP at the establishment of the business rela-
fionship, the customer's status may change during the course of the customer relationship. A
customer who has not previously been a PEP can become a PEP.

Similarly, the status of the PEP can change over the course of the customer relafionship. A

PEP may cease to be a PEP during the customer relafionship.

Gambling operafors must therefore continuously ensure whether existing customers have

either become PEPs or have ceased to be PEPs, family members or close associates of a

PEP. This can be done by, for example:

o Sufficiently frequent screening of all existing customers against the FSA's list of PEPs.

o Sufficiently frequent screening of existing customers against PEP lists offered by a com-
mercial PEP list provider.

e Manual PEP check when otherwise reviewing a customer relationship, e.g,, if a customer's
fransactions warrant further investigation.

e Search external sources, e.g, internet and news media.

6.5.3.11 Termination of PEP stafus

When a person no longer holds the position that made the person a PEP, the gambling opera-
for must, for a minimum of 12 months after the fermination of the person's PEP status, assess
whether the person poses an increased risk of money laundering and financing of terrorism.
Enhanced customer due diligence procedures must be applied in accordance with section
17(1) of the Danish AML Act until the person is not deemed to pose an increased risk.

The assessment must include factors such as the person's confinued relationship with their
previous position, including relationships with former close associates and colleagues.
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If the person upon termination of employment is assessed not to pose an increased risk of
money laundering or financing of terrorism, the gambling operator must carry out customer
due diligence procedures in accordance with section 10 of the AML Act, and the customer will
again be risk assessed in accordance with section 11 of the AML Act.

This does not apply to family members or close associates of a PEP, who should generally be
freated as other customers from the moment the PEP ceases fo be a PEP. Family members
and close associates are thus only subject fo enhanced customer due diligence procedures
under section 17 of the AML Act if the customer who was previously a PEP is assessed o
pose an increased risk of money laundering or financing of terrorism.

6.6 Terminafion of an established business relationship and in-
adequate information

6.6.1 Obligation to terminate a customer relationship

In some cases, a gambling operafor is obligated fo suspend or terminate an established busi-
ness relafionship. This is the case if the requirements of section 11(1) nos. 1-4 and 11(2) and
(3) of the AML Act (customer due diligence procedures) cannotf be met. It appears from sec-
fion 14(5) of the AML Act.

The provision or the Act does nof regulate a gambling operator's opportunity fo reject a cus-
fomer or terminafe an established business relafionship. Nevertheless, the opportunity to
suspend or ferminafe a customer relationship can be regulafed in other legalisafion or in the
contract with the customer.

Before a gambling operator is obligated to suspend or ferminate an established business re-
lationship, the gambling operator must examine whether the customer due diligence proce-
dures can be completfed in another way in relation fo the specific customer or according fo
the procedure normally followed by the gambling operafor.

For example, it is not adequate to ferminate the business relafionship of the customer does
not wanf fo hand over a copy of their passport. In such situations, the gambling operator must
assess whether the reason for the customer’s refusal to hand over the information can cause
a suspicion of money laundering or financing of terrorism. If the reason does not cause a sus-
picion, for example because the customer does not want the gambling operafor to keep a
copy of the passport, the gambling operator must attempt to collect the desired information
in another way.

This means that the gambling operator is only obligated under the AML Act to suspend or ter-
minate a business relationship if it is not possible for the gambling operator fo complete the
customer due diligence procedures and there is a suspicion of money laundering or financing
of terrorism.

If a gambling operafor decides that a business relationship must be suspended or terminated,
further transactions or activities cannot be carried out for the customer. The gambling opera-
for must af the same fime examine if a nofification should be made to the Danish Financial
Intelligence Unit. In most situations, the gambling operator should send a nofification if they
suspend or terminate a customer relationship, since in principle the obligation to suspend or
ferminate a customer relationship only applies if there is a suspicion of money laundering or
financing of terrorism.
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6.6.2 Inadequate information

If a gambling operator becomes aware that the information collected in connection with the
customer due diligence procedures are inadequate and cannof be updated, the gambling op-
erafor must take appropriate measures to mitigate the risk of money laundering and financing
of terrorism, including consider whether the business connection must be terminated under
section 14(5) of the AML Act as stated above.

It could, for example, be the case when the gambling operator in connection with the regular
customer due diligence procedures becomes aware that the information collected are inade-
quate. It may also be the case if the gambling operator cannot update the information, for ex-
ample because the customer does nof want to hand over the information or it is not possible
fo get into confact with the customer.

In such cases, the gambling operator must specifically assess which measures must be taken
fo address the risk of money laundering or financing of ferrorism in other ways.

Appropriate measures could be to not offer the customer new products, fo intensify the mon-
itoring of the customer or fo limif the customer’s fransaction amounts. The measures taken by
the gambling operafor must always be appropriate relative to the specific risk of money laun-
dering and financing of terrorism associated with the customer. The gambling operafor can
include in the assessment the information already collected on the customer in connection
with the customer due diligence procedures.

The provision is relevant in situafions where there is no authority to suspend or terminate a
business relationship under section 14(5), since there may be a need for addressing the risk
of money laundering and financing of terrorism in another way.
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7.1 Assistance from third parties

Gambling operators may choose fo enfrust a third party with obtaining and checking infor-
mation abouf customers in accordance with section 11(1) no. 1-4 of the AML Act. It appears
from section 22 of the AML Act.

It is the one who establishes the customer relationship —that is the gambling operator — who
is responsible for ensuring that the rules and obligations of the AML Act are complied with.
The information that can be left fo a third party fo obtain is limited to information pursuant to
section 11(1) nos. 1-4 of the AML Act. The gambling operator must therefore obtain infor-
mation itself fo supplement those provided by the third party and in addition to this apply
other relevant stricter measures itself. However, a third party can assist with the information
about whether a customer is a politically exposed person.

7.11 The conditions for using assistance from a third party

Gambling operafors may use assistance from a third party fo obtain and check identity infor-
mation if the information is made available by one of the following:

e Anundertaking or an individual who is subject to section 1(1) of the AML Act. This means
that a gambling operator may choose fo obfain information about the customer from an-
ofher undertaking or individual subject fo the Act if the third party has already applied cus-
tfomer due diligence procedures fo the customer. It is not required that the undertaking
must be of the same type, i.e., the gambling operafor can base its knowledge about a cus-
fomer's identity on information obtained from e.g,, a bank.

e Athird party established in an EU/EEA state or another state, which is subject to require-
ments for combating money laundering and financing of terrorism equivalent fo the re-
guirements following from the 4th Anti-Money Laundering Directive. It is a condition that
the third party, which provides the information is subject to requirements on customer due
diligence and record-keeping of information equivalent to the requirements of the 4th
Anti-Money Laundering Directfive and is subject to supervision of compliance with the
rules.

A gambling operafor cannot make use of assistance from a third party esfablished in a
country, which is listed on the European Commission’s list of countries where a high risk of
money laundering is assessed to be present. If a gambling operafor chooses to use infor-
mation obtained by a third party established in a country outside the EU, the gambling op-
erafor is responsible for assessing whether the third party is subject to customer due dili-
gence requirements efc. equivalent to the requirements of the AML Act.

e A member organisation or consolidation or individuals as stated under items 1 and 2. Who
are subject to rules on preventive measures against money laundering and financing of
terrorism equivalent fo the requirements following from the 4™ Anti-Money Laundering Di-
rective and is subject to supervision by an authority.

If a gambling operafor makes use of a third party to obtfain information, the gambling operator
must ensure that the third party is obliged, upon request, fo immediately provide a copy of
the identity and verification information about the customer and other relevant documenta-
fion fo the gambling operafor. It appears from section 22(3 of the AML Act). It may be neces-
sary that other information, including information about the scope of gambling activity and
specified types of games automatically be sent to the gambling operator in order for the infor-
mation fo be included in the gambling operator’s risk assessment or monitoring of the cus-
tomer.
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If a gambling operafor makes use of assistance from a third party, the gambling operator
must obtfain adequate information about the third party to assume that the third party com-
plies with the requirements for customer due diligence procedures and record-keeping of in-
formation. It appears from section 22(2) of the AML Act. The gambling operator can comply
with this requirement by asking the third party to account for the business procedures imple-
mented and met by the third party fo comply with the requirements of the AML Act.

It would also be relevant to obtain information on whether the third party has received orders
from supervisory authorities in relation fo identification of customers and if the orders have
been complied with.

72 Groups

Gambling operafors that are part of a group may leave it to another unit of the group fo com-
ply with the requirements of the customer due diligence procedures of section 11(1) nos. 1-4
of the AML Act. It appears from section 23 of the AML Act.

Thus, consolidated gambling companies have the optfion to get assistance from each otherin
relafion fo obtaining identity information and the control hereof. Thereby, an undertaking can
use information about the customer's identity efc. when it has been obtained by a consolida-
fion. However, to use this option, it is required thaf the group applies customer due diligence
procedures, rules on record-keeping of information, and programs for combating money
laundering and financing of terrorism in accordance with the requirements of the 4™ Anti-
Money Laundering Directive. In addition to this, it is required that an authority supervises the
compliance with the requirements at a group level.

By programmes for combating money laundering and financing of terrorism is meant the
groups policies and business procedures in the AML area.

Processing of personal dafa in connectfion with the use of third parties must be carried out in accordance with the
rules of the general dafa protection legislafion.

7.3 Qufsourcing

7.3.1 Which tasks may be outsourced?

A gambling operafor may, in accordance with section 24 of the AML Act, choose to outsource
fasks to another undertaking (hereinafter referred fo as the supplier) for the purpose of com-
plying with the requirements of the AML Act. As a rule, all obligations following from the AML
Act can be outsourced fo a supplier. It may be tasks such as:

e (btaining idenfity and confrolinformation fo be used for the gambling operator's customer
due diligence procedures

e Record-keeping of information

o Notifications

In relation to the dafa profection requirements, if is noted that a data processing agreement
between the gambling operator and the supplier must be enfered into. Please see the Danish
Dafa Profection Agency’s guidances, which are available on www.dafatilsynet.dk.
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732 Conditions for outsourcing

There are cerfain requirements that must be met before a gambling operator can enfer info a
confract on outsourcing. It appears from section 24(1) of the AML Act.

Before a task can be outsourced, the gambling operator must make sure that the supplier:
¢ has the necessary ability and capacity to manage the fask in a satisfactory way, and
¢ holds the necessary licence(s).

7.3.2.1 The necessary knowledge and capacity

The necessary knowledge and capacity mean that the supplier must have a relevant and pro-
fessional knowledge of the AML Act and the fasks which the supplier will perform for the
gambling operator in accordance with the AML Act.

For example, it means that the supplier must have knowledge of how, when and why cus-
tfomer due diligence procedures must be performed to comply with the rules of the AML Act.
The gambling operator must in this way ensure that the supplier holds sufficient knowledge
and tools to perform customer due diligence procedures before the fask is outsourced.

The necessary capacity means thaf the supplier must have the necessary resources to per-
form the outsourced tasks.

7.3.2.2 The necessary licences

In addition, it is a condition that the supplier legally can meet the requirements of the out-
sourced obligafion. This requirement enfails thaf the supplier must have the necessary li-
cences across relevant legislation fo fulfil the obligation and thereby take on the fask. For ex-
ample, it could be a licence as a manager for the use of provision of land-based betting.

7.3.3 Who can take on outsourced tasks?

There are no requirements in the AML Act for who can fake on outsourced tasks and it is nof a
condition that the supplier ifself is subject fo the AML Act.

However, it is imporfant that the gambling operator ensures that the conditions for outsourc-
ing are met before the gambling operator enters an agreement on outsourcing. A contract
must exist between the gambling operator and the supplier on the fasks and obligations
taken on by the supplier. The requirements which the supplier must comply with must be
listed in the contract.

73.4 Control

The gambling operator must carry out an ongoing confrol of the supplier to ensure that the
supplier meets the obligations that follow from the agreement between the parties and that
the agreement on oufsourcing remains justifiable. It appears from section 24(2) of the AML
Act.

The provision thus requires that the gambling operator continuously checks thaf the supplier
fulfils the obligations arising from the agreement and, in confinuafion of this, assesses
whether the agreement entered info is sfill sound — i.e., whether the supplier has the neces-
sary ability and capacity fo perform the task and that the required licenses are available.

The soundness must be assessed based on the requirements imposed on the gambling op-
erafor under the AML Act. In order fo fulfil the verification requirement, it is essential that the
gambling operator, before entering info the agreement, ensures thaf the gambling operator
has access fo carry ouf the relevant verification. The frequency and scope of the controls
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must be assessed based on a risk assessment, the complexity of the outsourcing agreement
and the results of any previously conducted controls, etc. This could be, for example, if a sup-
plier has previously failed fo comply with requirements in the outsourcing agreement.

The gambling operator must therefore impose the same requirements on the supplier as the
AML Act imposes on the gambling operafor. This means that the supplier must comply with
the rules on, for example, customer due diligence procedures in the same way as if the gam-
bling operator itself was responsible for carrying out customer due diligence procedures.

It is thus a requirement that the conclusion of an outsourcing agreement does not impair the
fulfilment of the legal requirements by outsourcing to a supplier.

735 Liability

As mentioned, all obligations arising from the AML Acf can be outsourced - but not the liabil-
ity. The liability always rests with the gambling operator and means thaf the gambling opera-
for always bears full responsibility for the obligafions that the gambling operator has under
the AML Act and other EU or data protection legislation. This means thaf the responsibility for
ensuring that oufsourced fasks are carried out in accordance with the AML Act lies with the
gambling operafor. The gambling operator is therefore also responsible for ensuring that the
supplier follows any anti-money laundering and counter financing of terrorism procedures of
the gambling operator that are relevant fo the outsourced task. It appears from section 24(4)
of the AML Act.

7.3.6 Retailer of land-based betting

When a gambling operator provides land-based betting via an external refailer, and in that
connection has outsourced Anfi-Money Laundering obligations, for example, customer due
diligence procedures, the retailer is considered a supplier, and, on this basis, a contract on
outsourcing must be made. In addition, a dafa processing agreement must be entered info
with the retailer in question. This must be done to ensure that the refailer is familiar with the
requirements of the AML Act and the data protection legislation.

It is the refailer who meets the customer af the gambling premises and who can react in case
of, for example, any suspicion of money laundering based in the customers activity and be-
haviour.

For the retailer fo perform customer due diligence procedures in accordance with the legisla-
fion, the gambling operator must ensure that the retailer and its employees have the neces-
sary ability and capacity fo perform the fask satisfactorily and thereby know how fo perform
fthe task.

The gambling operator can comply with their responsibility via the business procedures
which the operator must prepare for their refailers under section 8(1) of the AML Act. For ex-
ample, this can be business procedures for what is considered suspicious acfivity or behav-
iour. The business procedures must enable the refailer to find how they must confrol and as-
sess whether a customer displays suspicious behaviour.

The gambling operator can also comply with their responsibility by fraining their refailers and
the refailer's employees in the fask and the rules. For example, this can appear from the out-
sourcing agreement.

The gambling operator must continuously supervise that the retailer performs the oufsourced
fask in accordance with the requirements of the Act, and on this basis assess whether the re-
failer can confinue fo perform the gambling operator’s obligations under the AML Act. If the
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gambling operator, in connection with the supervision, observes that the retailer does nof ful-
fil the oufsourced task, the operator must assess whether it is still safe to have the retailer sell
the gambling operafor’s products.

The requirements for the scope of confrol also depends on how the gambling operator in its
risk assessment under section 7(1) of the AML Act has identified and assessed the inherent

risk connected to selling its products via external refailers.

As stated in section 7.3.5, the gambling operator is the legal entity responsible and thereby
hold the responsibility if the retailer does not comply with the requirements of the legislation.

Also, see section 3.2.3 on risk factors for land-based betting and section 5.2.1 on fraining.
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81 Duty fo investigate Section 25(1)

Gambling operators subject to the AML Act must, pursuant to section 25(1) of the AML Act, and (2) of the
investigate the background and purpose of all transactions that: AML AC'I'

1) arecomplex,
a) the fransaction involves multiple parties or multiple jurisdictions; or
b) the fransaction allows the customer fo receive payments from an unknown third
party.
2) areunusually large,
a) based on knowledge of the specific customer and their fransaction patterns and
product portfolio.
3) ismadeinan unusual pattern or
a) based on the customer's or customer type's usual behavioural patterns.
4)  does not have an apparent economic or lawful purpose.

If even one of the above conditions is met, the gambling operator must initiate an investiga-
fion into the background and purpose of the fransaction. The gambling operator must, where
relevant, extend the monitoring of the customer for the purpose of determining whether the
fransactions or activities appear suspicious. This appears from section 25(2) of the AML Act.
See more defails in section 8.1.2.

The gambling operator must have procedures in place to identify the above transactions. In
practice, this means that it is up to the gambling operator fo define what constitutes "complex
fransactions", "unusually large fransactions", as well as "unusual transaction patfterns" and ac-
fivities that "do not have an apparent economic or lawful purpose” in their context. If is there-
fore not enough to simply stafe thaf you are investigating unusual fransactions. The gambling
operator's knowledge of a customer's behaviour can also strengthen suspicions if there are
unusual activities in relation to the customer's gambling account. For example, a customer
might go from playing only gambling machines to suddenly start befting. This is a change in
customer behaviour, and it should be investigated by the gambling operator what has caused
this change. Unusual activity can also occur if the customer asks for winnings to be deposited
info a different bank account than before.

If it clear based on the customers behaviour that a case involves money laundering or financ-
ing of terrorism, the gambling operator can notify the Danish Financial Intelligence Unit with-
out instigating an investigation. The purpose of the investigation is to disprove or confirm an
assumption or a suspicion thaf a fransaction or an acfivity is or has been linked to money
laundering or financing of terrorism. Consequently, the investigafion can be omitted if if is
clear fo the gambling operator already before an investigation thaf it is money laundering or
financing of terrorism.

8.1.1 What does the investigation consist of?

The starting point in an investigation of a customer will be to compare the information the
gambling operator already holds on the customer, including information about purpose and
the infended nature of the business relationship, with what looks suspicious. The gambling
operafor does not have to prove that money laundering or financing of terrorism has taken
place, but only has a duty to investigate a suspicious circumstance and then react by nofifying
the Danish Financial Infelligence Unit if a suspicion cannot be disproved.

In addition, the gambling operator can, for example, search various search engines and direc-
fories to see if the suspicion can be disproved. This can be on social media, housing sites,
Statstidende, virk.dk and the like.
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The gambling operator may also contact the customer to obtain information about the pur-
pose of the transaction/activity. In many cases, the customer's explanation will not be enough
to disprove a suspicion. It may therefore be relevant to ask the customer for documentation
to support their explanation. This can be done by asking the customer to document the infor-
mation, including the origin of the funds, e.g., by presenting/submitting copies of pay slips
from an employment relationship.

In some cases, the gambling operator will be able to disprove a suspicion based on their knowledge of the customer.
For example, if an employee at a land-based casino nofices that a well-known poker player is making an unusually
large fransaction. However, the casino knows that the poker player has just won a big poker fournament, so the unu-
sually large fransaction can be explained by the winnings from the poker fournament.

If the suspicion can be disproved, there is no obligation fo make a report. But it is not enough
that the suspicion is merely weakened.

The requirements to disprove a suspicion do not imply that the gambling operator must
launch an extensive investigation or conduct an inquiry. It also does not mean that the gam-
bling operaftor must always obfain documentation from a customer when suspicions of
money laundering have arisen. It simply means thaf the gambling operator must notify the
Danish Financial Intelligence Unit when the gambling operator does nof believe if can take an
investigation any further within reasonable limits.

If the gambling operator assesses that an inquiry fo the customer will give the customer an
indication that the gambling operator has a suspicion and is therefore conducting an investi-
gatfion, or if the gambling operafor finds it inappropriate to contact the customer about the
matter, the gambling operator must notify the Danish Financial Intelligence Unit if the suspi-
cion cannof be disproved in any other way. See section 13 on the gambling operator’s duty of
confidentiality.

If the suspicion cannoft be disproved by investigation, the gambling operator is obliged fo no-
fify the Danish Financial Intelligence Unit immediately.

The origin of the funds

The origin of funds covers information about

o from which the customer's assets originate
o from which the funds involved in the fransaction originate, or
o from where the funds that are part of the business relationship originafe.

It is therefore relevant o investigate what values or assets the customer has, as well as how
the customer earns their money. In connection with a fransaction, it may thus be necessary to
investigate all three factors to determine whether a fransaction is usual or unusual for the cus-
fomer in question and thus the possibility for a gambling operator to confirm or disprove a
suspicion of money laundering.

8.1.2 Enhanced monitoring

Gambling operafors shall, where relevant, extend the monitoring of the customer for the pur-
pose of determining whether the transactions or activities appear suspicious, cf. section 25(2)
of the AML Act.
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The gambling operator is thus responsible for assessing whether, based on a risk assess-
ment, enhanced monitoring of a customer should be initiated, e.g., if the Danish Financial In-
felligence Unit has been notified.

Enhanced monitoring can, among other things, consist of the gambling operator setting a
lower threshold value for when an alarm should sound in the monitoring of the customer. If
will also be relevant to note on the customer's profile that their behaviour has changed and
that this has triggered enhanced monitoring to make employees aware of the customer. In
addition, the gambling operator may choose to check the customer's transactions more fre-
guently fo see if there are any changes in behaviour, tfransactions or activities.

8.2 Obligafion to register Section 25(3) of

The results of the investigations carried out by a gambling operator under section 25(1) of the the AML AC'I'
AML Act must be registered. It appears from sectfion 25(3) of the AML Act.

The obligation fo record information includes factual information about the customer and the
fransaction or activity, as well as a conclusion on the outfcome of the investigation. The note
should be sufficient to refresh memory and give others an understanding of the case and its
scope. The starting point will offen be the customer's own explanation of the purpose of the
fransaction or activity, documentation of the customer's explanation, possibly combined with
explanations obtfained from other employees who have confact with or tasks in relation to the
customer.

The obligation to register includes both:

1. investigations that lead to the Danish Financial Intelligence Unit being nofified

2. investigations thaf resulf in the suspicion being disproved, whereby no report is made fo
the Danish Financial Infelligence Unit.

The obligation to register does not include cases where a machine surveillance system gener-
afes so-called false positives, meaning "hits" where it can reasonably be assumed that these
do noft provide indications of specific suspicious individual cases.

8.2.1 Limitation of the right of access

The data subject does not have a right of access to personal dafa that has been or will be pro-
cessed in connection with an investigation info suspected money laundering and financing of
terrorism. This means that the customer cannot learn about ongoing or already conducted in-
vestigations. It appears from section 25(4) of the AML Act.
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9.1 Obligation to report

A gambling operator is obligated to report to the Danish Financial Intelligence Unit immedi-
ately if the gambling operator suspects or there are reasonable grounds fo believe that a
fransaction, funds, or an activity is or has been linked to money laundering or financing of fer-
rorism. It appears from section 26(1) of the AML Act.

The report must be made immediately. It means that the gambling operator must nofify the
Danish Financial Intelligence Unit as soon as the internal processes are completed. Infernal
processes mean the stage from monitoring customer fransactions and identifying a suspicion
fo investigating and clarifying whether the suspicion is considered disproved or not. It is a
condition that the gambling operator prioritises the processing of the suspicious transaction
or activity so that the investigation is not delayed. Since the report must be made immedi-
ately, it is important that the gambling operator has created a user in the system (GoAML)
from which the reports must be sent.

The obligation fo report also applies fo the cases where a possible customer is refused upon
the opening of an account due to a suspicion of money laundering or financing of terrorism,
just as an attempt of a fransaction, which is not completed also calls for an obligation to report
if the gambling operator assesses that it gives rise to a suspicion.

It should be noted that a report is not the same as a report to the police.

As a supervisory authority, the Danish Gambling Authority is also obligated to report about

factors that may be linked fo money laundering or financing of terrorism. This follows from
section 28 of the AML Act.

9.2 Types of reports

Three types of reports can be made to the Danish Financial Intelligence Unit:
e STR (suspicious fransaction report): Report on possible money laundering of fransaction
befween undertakings or persons, cash withdrawals or cash deposits.

e SAR (suspicious activity report): Report on suspicious activity or behaviour.
o TFR (ferror financing report): Report on possible financing of terrorism.

9.3 How to submit a report

An execufive order on formal requirements for the submission of reports etc. fo the Danish
Financial Intelligence Unit has been issued.

Executive Order no. 657 of 26 May 2023 on the submission of reports etc. to the Danish Financial Intelligence Unit®.

Among other things, it appears from the Executive Order that a report must be submitted digi-
fally via www.hvidvask.dk and that the report must include various information.

The gambling operator must check whether the report is accepted or rejected prior fo the ex-
piry of the following banking day.

& The Execufive Order enfered into force on 23 May 2023 and replaces the Executive Order no. 1403 of 1 December 2017 on sub-
mission of reports etc, fo the Stafe Prosecutor of Serious Economic and Intemational Crime.
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For more information on reports and the requirements for the content, please see the Danish
Financial Intelligence Unit's website www.hvidvask.dk.

9.4 Limitation of the right of access

A registered person has no right of access to the personal dafa relating to him/her, and which
is or will be processed in connection with a report. Moreover, a registered person has no right
of access to the consideration on whether a report should be made. This follows from section
26(7) of the AML Act.

95 Suspension of fransactions

9.5.1 Suspicion of money laundering

Regarding reports on suspicions of money laundering, the gambling operafor must refrain
from completing a fransaction before a report is submitted fo the Danish Financial Intelli-
gence Unit if the fransaction has not already been completed. It appears from section 26(3) of
the AML Act.

For example, if can be in sifuations where the customer requests a withdrawal from an ac-
count and where the gambling operator suspects that the transaction is linked fo money laun-
dering.

However, in some situations, it may be necessary fo complete a fransaction before reportfing
fo the Danish Financial Intelligence Unit. For example, if failure to complete a transaction
would harm the investigation, or if a delay of a fransaction or acfivity could pose a risk of caus-
ing the person who aftempts fo launder money to be suspicious. Subsequently, a report must
be submitted to the Danish Financial Intelligence Unit immediately.

In some cases, for example in case of instant payments, the fransaction is completed before
fthe gambling operafor becomes aware of or suspects thaf a fransaction may be linked fo
money laundering. For example, if a deposit is made fo an account and the transaction is
complefed immediately. In this case, the gambling operator must enhance the monitoring of
the customer if subsequent investigations of a transactfion are made.

95.2 Serious or particularly suspicious fransactions

Businesses and persons must refrain from complefing transactions untfil a report under sub-
section 26(1) of the AML Act has been made, and they have obfained an approval from the
Danish Financial Intelligence Unit if they know of, suspect or have reason fo believe thaf the
fransaction concerns money laundering and is serious or partficularly suspicious. It appears
from section 26(4) of the AML Act and is also called the fast-frack procedure.

In the Executive Order no. 431 of 11 April 2023 on transactions subject to the fast-track proce-
dure for AML reports, it appears that serious or suspicious transactions shall be construed as
fransactions of amounts of DKK 1 million or more.

It means that funds must only be withheld, and fransactions must not be complefed if there is
a suspicion of money laundering and of the fransaction concerns an amount of DKK 1 million
or more.

The Danish Financial Intelligence Unit will, as soon as possible or within expiry of the follow-
ing banking day af the latest, decide whether the fransaction may be completed or if the
fransaction must be confiscated.
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9.5.3 Suspicion of financing of ferrorism

Regarding reports of suspicions of financing of terrorism, the gambling operator must refrain
from completing a fransaction before a report is submitted fo the Danish Financial Intelli-
gence Unit. Subsequently, the transaction can be completed. It appears from section 26(6) of
the AML Act.

The Danish Financial Intelligence Unit will, as soon as possible or within expiry of the follow-
ing banking day at the latest, decide whether the fransaction may be completed or if the
fransaction must be confiscated.
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10.1 What information can be sfored? Section 30 of the
Pursuant to section 30(1) of the AML Act, the gambling operator must store the following in- AML ACf
formation:

e Information collected in connection with fulfilling the requirements of chapter 3 on cus-
tomer due diligence procedures.

e Documentation of registrations of transactions that are carried out as part of a business
relation or a one-off transaction.

e Documents and registrations concerning investigations carried out in accordance with sec-
tion 25(1) and (3) of the AML Act.

10.1.1 Information obtained in connection with customer due diligence procedures

The gambling operator must record information obtained in connecfion with customer due
diligence procedures.

The identity information thaf the gambling operafor obtains is for example name and civil reg-
istration number.

Verificafion information means the information obfained by the gambling operafor for the
purpose of verifying that the obtained idenfity information is correct. If an electronic ID from a
Danish national idenfification solutfion or electronic databases have been used in this connec-
fion, the gambling operator must record an audif frail to document thaf the controlin question
has occurred.

In addition, it is required that a copy of the identification documents that are presented are
recorded, for example copies of a passport or a driving licence. Moreover, it occurs that a copy
of a credit card is submitted upon the opening of an account at an online gambling operator.
Such an identification document is also covered by the rules on record-keeping.

Information on gambling profile, average deposits in accounts, level of activity, the source of
funds, and information obtained to risk-assess the customer is also information that must be
recorded.

10.1.2 Documentation and registration of fransactions

The gambling operator must record documentafion and regisfrafion of transacfions that are
conducted as part of a business relafionship or as a one-off fransaction. This exclusively ap-
plies fo information relevant for a specific fransaction, which is subject fo the record-keeping
obligafion. For example, in the case of online gambling, documentation of fransactions carried
out as part of the customer’s stakes on betting must be kept.

10.1.3 Documents and registrations regarding investigations undertaken in accordance with
section 25(1) and (3) of the AML Act

Information, documents, and registration that are obtained as part of the compliance with the
obligation to investigate must be recorded. This also applies to notes made regarding the re-
sulf of investigations carried out under section 25.

For example, information and documentation of the origin of the customer's funds may have
been obfained in connection with an investigation and this type of information must be
stored.



The Danish Gambling Authority’s anti-money laundering guidance Page 82

10.2 For how long must the information be stored?

The information, documents and registrations must be stored for af least five years after the
termination of the business relationship or the completion of the individual transaction.

As for business relationships, it is noted that in case an account is closed, but the same cus-
tomer creates a new account within five years, the former customer relationship resumes,
which is why the previously obfained information must not be deleted after five years from
the termination of the first customer relationship.

It should be noted that personal data must be deleted five years after the termination of the
business relationship or the completion of the individual fransaction unless otherwise stafed
in other legislafion.

10.3 Disclosure of information

Information, documents, and registrations must be disclosed when the Danish Financial Intel-
ligence Unit or other competent national authorities addresses the gambling operafor fo be
informed of whether they have or in the five years prior to the enquiry have had business rela-
fionships fo more specified persons and in what these connections consist or have consisted
of. The disclosure must occur via a secure channel that ensures complete confidentiality of
the investigations. It should be notfed that the rules in the Administration of Justice Act apply
in parallel to the above.
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11.1 Whistleblower programme

Gambling operafors must establish a whistleblower programme that allows their employees
fo report violation or potential violations of the money laundering legislation committed by
the undertaking, including employees or members of the board, via a separate, independent,
and autonomous channel. All reports must be able fo be submitted anonymously. It appears
from section 35 of the AML Act.

The requirement on a whistleblower programme applies to all undertakings that employ
more than five employees. The programme must be established no later than three months
after the employment of the sixth employee. All employees with an employment contract
from the gambling operator must be counted in the number of employees at the operator.

If the gambling operator already has a whistleblower programme as a result of other legisla-
fion, this programme may also cover reports according to the AML Act. However, it must be
possible for the employee to report anonymously regardless of whether it is required by the
legislation as a resulf of which the existing programme is established.

A whistleblower programme may also be outsourced to an external supplier or be estab-
lished via a collective agreement, for example by establishing a programme in a frade union
to which all employees of gambling operatfors can report.

As a supervisory authority, the Danish Gambling Authority also has a whistleblower pro-
gramme, fo which employees of gambling operators can report violations or potential viola-
fions of the AML Act. It is available on the Danish Gambling Authority’'s website under the
menu “Contact”. The programme offers an option of ftwo-way communication, communica-
fion by telephone or scheduling a meeting in person. Please note that the Danish Gambling
Authority’s whistleblower programme does noft replace the gambling operator's obligation fo
establish a whistleblower programme. Thereby, it only functions as a supplement. For more
information on the Danish Gambling Authority’s duty of confidentiality in relation fo receiving
reports, please see the guide on the Danish Gambling Authority’s AML supervision.

11.1.1 Independent and autonomous

The fact thaf the programme must be independent and autonomous means that it must be
independent of the day-tfo-day management and that the reports must be able fo be made
outside the usual procedures.

11.1.2 Anonymity

It may be difficult for an employee fo decide to report a violation fo the gambling operator if
this cannof be made anonymously. Therefore, it is a requirement that complefe confidential-
ity can be guaranteed so thaf if is not possible to frace the sender. In addition, the reports
should only be accessible fo the unit or employee who processes the reports.

Example

If IT based solutions are used such as an online confact form, it Must be possible fo send the report without stafing
any confact information and with no possibility of fracing the computer's IP-address or similar.
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11.1.3 Gambling operators with fewer than five employees

If the gambling operator has less than five employees there is no requirement for a whistle-
blower programme.

For employees of gambling operators with fewer than five employees, it is possible fo report
to the Danish Gambling Authority’s whistleblower programme.

The Danish Gambling Authority can grant an exemption from the requirement for a whistle-
blower programme if it is assessed that it would be pointless to establish a whistleblower
programme. This may be the case if the undertaking only for a limited period of fime employs
more than five employees, or if the undertaking is in liquidation.

11.1.4 Documentation

A gambling operafor must follow up on reports to the programme and be able to document in
writing how the reports are followed up on.

As a supervisory authority, the Danish Gambling Authority will be able fo request to see the
written documentation, which is recorded. As a minimum, the information must include what
the report is about, documentation on how the report has been processed, and which deci-
sions that have been made as a result of the processing.

Moreover, a gambling operator should record relevant email correspondences, internal inves-
figation reports, and other relevant material that document that the gambling provider ade-
quately has followed up on the reports received. The documentation must as a minimum be
recorded for five years.

11.15 Retailers of land-based betting

A gambling operafor thaf provides land-based betting should make the operafor's whistle-
blower programme available fo refailers and their employees so that they can report viola-
fions or pofential violations via the gambling operatfor in question’s whistleblower pro-
gramme. In addition, if will as a supplement be possible for refailers and their employees to
report fo the Danish Gambling Authority’s whistleblower programme.

112 Employees Section 36 of the

An employee or a former employee who has reported fo the gambling operafor’s or the Dan- AML AC'I'
ish Gambling Authority’s whistleblower programme must not be subject fo adverse treafment

or adverse consequences as a resulf of the report. The same is the case if an employee or for-

mer employee sfafes an infernal reporf on the basis of a suspicion or submif a report to the

Danish Financial Intelligence Unit on a suspicion of money laundering or financing of terror-

ism. The same applies fo the defermination, allocation, and payment of variable salary fo em-

ployees or former employees. It appears from secfion 36 of the AML Act.

It should be nofed thaf the Danish Gambling Authority does not supervise the compliance
with section 36 of the AML Act.
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11.21 Compensation

If the employee or former employee experiences being subjected to adverse freatment or
adverse consequences after having submitted a report, the employee or former employee
may claim a compensation from the gambling provider at the ordinary courts.

11.3 Obligation to report Section 36a of

The day-to-day management of the gambling operator must without undue delay report to 'I'he AML AC'I'
the senior management body of the undertaking on warnings about money laundering or fi-

nancing of terrorism received from employees or others, for example foreign authorities or

whistleblowers. The same applies fo key figures who without undue delay must report fo the

day-to-day management or the senior management body of the undertaking. It appears from

section 36a of the AML Act.

The reporting requirement means thaf the undertaking’s senior management body must be
made familiar with all relevant information on the warning, including the content, the sender,
(if this information is provided), and under which circumstances the warning was received.

If the report received is obviously unfounded, for example because it regards matters that are
not adequately specific or if the report comes from a sender who is not assumed to have in-
sight into the threat of money laundering or financing of terrorism, then reporting to the un-
dertaking’s senior management body should not occur, as the report in this way falls outside
the warning concept. A decision not fo report must be documented.

The undertaking's senior management body must relate fo the warning report and on this ba-
sis and prompt the necessary and appropriafe measures. It may be by stopping a suspicious
fransaction, noftifying the Danish Financial Intelligence Unit, or conduct an internal investiga-
fion of suspicious circumstances and as a result hereof change the business procedures of
the undertaking.
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12.1 Financial sanctions

Gambling operators subject to the AML Act must comply with acts and regulations containing
rules on financial sanctions against countries, persons, groups, legal persons or bodies and
thereby, among other things, ensure against that the offer enables a customer’s direct or indi-
rect disposal of financial means if the customer is listed in the annexes to the specific regula-
fion. The situation is relevant where gambling is provided in countries or to persons covered
by the regulation, and if e.g., customers in Denmark can interact with these persons through
P2P platforms such as poker platforms.

It means that a gambling operator must screen their customers against the lists that apply
and are updated. If is up fo the gambling operator fo ensure thaf screenings are carried out.
This can take place, for example, by using providers of screening tools.

All EU regulations that include sanctions are available on the EU’s website. EU regulations are
regularly adjusted with new individuals and the EU has created a “Sanctions Map” where all
individuals directly subject to sanctions can be found. Individuals subject to requirements for
freezing of assefs are marked with a frost symbol.

In addition to the individuals listed in the EU regulations, gambling operators are also obli-
gafed to ensure that the businesses’ customers are not listed on the UN's Security Council
Consolidated Lists. The names of the individuals, groups, businesses, and units appear which
the UN has either added or removed from a list. The information is not yet completed in the
EU legislation. the names on the list will be removed when the EU has completed the updates
in the EU regulations and published it in the EU'’s Official Journal. The list is available on Dan-
ish Business Authority’s website.

Freezing of assefs is an administrative femporary action. Freezing of assets does not concern
the ownership of the assefs, which sfill belong fo the owner. When the individual no longer
appears from the list of sanctions, the assets must be returned to the owner. Freezing of as-
sefs must take effect immediately when an individual is added to a list of sancfions.

Updates of e.g,, regulations on sanction lists may occur regularly and it is therefore important
that the gambling operator makes sure that the company always uses the updated lists.

Please see the Danish Business Authority’s website for more information on sanctfions and
freezing of assets. On their website, a guide on freezing of assefs is also available.


https://sanctionsmap.eu/#/main
https://eksportkontrol.erhvervsstyrelsen.dk/fns-indefrysningslister
https://eksportkontrol.erhvervsstyrelsen.dk/fns-indefrysningslister

Duty of confidentiality
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13.1 What information is subjected to confidentiality? Section 38(1) of
the AML Act

Gambling operafors are obligated under section 38(1) of the AML Act fo keep confidential the
following information:

That a report to the Danish Financial Intelligence Unit has been submitted.
That it is considered whether a report must be submitted.

That an investigation is conducted.

That an investigation will be conducted.

Only the above information is covered by the duty of confidentiality. Therefore, it may occur
that information about a suspicion is disclosed to other legal units of a group that are not cov-
ered by the duty of confidentiality. It may also occur that information is disclosed to other le-
gal units that are not part of the same group, for example if a subcontractor detects a suspi-
cious behaviour of a customer and subsequently informs the gambling operator of this. Thus,
a gambling operator may also inform another gambling operatfor of the former's suspicion
that an employee at the latter has violated the AML Act. In all cases, there are data protection
rules that must be observed and complied with.

The duty of confidentiality is indefinite, which means that the gambling operator must not dis-
close to a customer that the gambling operafor has submitted a report on the customer be-
fore, but that the report did not lead to anything.

The above information is subject to confidentiality since if will harm a pofential investigation if
the information is not kept secret.

13.2 Exemptions from the duty of confidentiality Sections 37 and
The Danish Gambling Authority can request information for the use of the Danish Gambling 38(2) Of the AML
Authority’s supervision from gambling operafors. Upon request, the gambling operator can

disclose the information below to the Danish Gambling Authority under section 38(2) of the ACt

AML Act:

That a report has been submitted to the Danish Financial Infelligence Unit.
That it is considered whether a report must be submitted.

That an investigation is conducted.

That an investigation will be conducted.

The exemptions do nof entail a general duty of the gambling operator to inform the Danish
Gambling Authority of reports.

In addition, disclosure can be made for law enforcement purposes, which includes preven-
fion, investigation, detectfion, and prosecufion of criminal offences and, moreover, the protec-
fion and prevention of threats fo the public security.

It is also not considered a violation of the duty of confidentiality if a gambling operator in good
faith provides reports or information pursuant fo the obligation fo report of section 26 of the
AML Act, and thus, it does not impose any form of liability on the gambling operator, ifs man-
agement, or employees. It appears from secfion 37 of the AML Act.
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