iz
Spillemyndigheden

Guidance on the Danish Gam-
bling Authority’s AML inspec-
fions



The Danish Gambling Authority’s anti-money laundering guidance

Table of contents

Version history

211
212
213
214

215

31
32
321
33
34
35
36
361
36.2
363
37

41
411
412

413

3
Version 1.0 of 31 May 2024 3
Infroduction 4
Introduction 5
The Danish Gambling Authority’s AML-inspections. 6
The Danish Gambling Authority as a supervisory authority 7
Risk-based supervision 7
Information for the use of the inspection 7
Cooperation in Europe 8
Supervision of the establishment of subsidiaries, branch offices or
representafive offices 8
Feedback fo the Money Laundering Secretariat 8
Response options, publication and right of appeal 10
Response options 11
Orders 11
Immediate improvements 11
Reprimand 11
Police report 12
Penalty payments 12
Publication 12
What must the publication include? 12
When must the publication take place? 13
When must the announcement be removed? 13
Right of appeal 13
The Danish Gambling Authority’s duty of confidentiality 15
The Danish Gambling Authority’s duty of confidentiality 16
Duty of confidentiality on confidential information 16
Duty of confidentiality on information about a person who has submitted a
report fo the Danish Gambling Authority 17
Disclosure of information fo parficipants in an operative cooperafion 18

Page 2



The Danish Gambling Authority’s anti-money laundering guidance

Version history

Version 1.0 of 31 May 2024

e Thefirst version of the guidance
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the English franslafions of the Guidance on preventive measures against money laundering and financing of terror-
ism, the Danish fext shall prevail.

Page 3



Infroduction




The Danish Gambling Authority’s anti-money laundering guidance Page 5

1.1 Infroductfion

This guidance is aimed af gambling operators, their employees, and other relevant stakehold-
ers.

The guidance includes guidelines for the Danish Gambling Authority’s supervision of money
laundering, reaction options, appeal options and duty of confidentiality. The guide is based on
Consolidation Act no. 216 of 11 March 2022 on preventive measures against money launder-
ing and financing of terrorism (the AML Act) with later amendments.

The content of this guide was previously a part of the Danish Gambling Authority’s Guidance
on Preventive Measures against Money Laundering and Financing of Terrorism, which speci-
fies gambling operators’ obligations under the AML Act.
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2.1 The Danish Gambling Authority as a supervisory authority Section 65 of the

The supervision of the various obligated entities covered by the AML Act is distributed among AML AC"'
three authorities and a single member organisation (the Danish Bar and Law Society).

The Danish Gambling Authority is the supervisory authority in relation fo gambling operators.
It appears from section 65(1) of the AML Act. It means thaf the Danish Gambling Authority in-
spects that gambling operators comply with:

e the provisions of the law

e regulafions stipulated by law

e regulafions containing rules on financial sanctions against countries, persons, group, legal
enfities and bodies.

The Danish Gambling Authority supervises persons’ and companies’ provision of gambling
when this takes place as a result of a Danish licence, or if the person or company resides in or
is established in Denmark and only provides gambling in another country.

The Danish Gambling Authority does not supervise gambling operafors’ compliance with the
AML Act section 36. The provision states that gambling operators cannot subject an em-
ployee or a former employee fo adverse freatment or adverse consequences as a resulf of an
employee’s or a former employee’s report of the business’s breach or potential breach of the
AML Act to a supervisory authority or fo a scheme within the business.

211 Risk-based supervision

The Danish Gambling Authority’s supervision must be risk-based. It both applies to the types
of gambling operafors that are selected for inspection and the obligations of the AML Act that
are prioritised. A risk-based approach entails that it must be tfaken info account af the inspec-
fion the discretion that gambling operafors can exercise in order to priorifise their resources to
best possibly combat the risk of being misused to launder money or finance terrorism.

The Danish Gambling Authority’s supervision includes three different types of inspections:
e Full scope inspections

e Thematic inspections

e Ad hocinspections.

When conducting a full scope inspection, the gambling operator's materials are requested
and reviewed in relation to compliance of several obligations of the AML Act.

When conducting a thematic inspection, the Danish Gambling Authority chooses a topic and
subsequently reviews several gambling operators’ materials within the chosen topic.

When conducting an ad hoc inspection, the gambling operators’ materials are requested and
reviewed in relafion fo compliance of a few specific parts of the AML Act. Ad hoc inspections
are usually initiated if the Danish Gambling Authority becomes aware of things that can give
reasons for a closer investigation. For example, it may be information obtained by the Danish
Gambling Authority via citizen requests, news media, the police or others.

2.1.2 Information for the use of the inspection

The gambling operator is obligated to hand over all information necessary for the inspection.
It appears from section 65(2) of the AML Act. The scope of the information is determined
solely by the Danish Gambling Authority and is nof limited, except that the delivery of
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information must be justified based on the specific inspection. Thus, the Danish Gambling Au-
thority can work within a wide scope, but the required information must always be able to be
used fo elucidate the specific problem or issues of the inspection.

The gambling operator’s obligation to hand over information for the use of the Danish Gam-
bling Authority’s inspections also includes access to a gambling operator's premises to obtain
information. The access does not require a court order but will require appropriate identifica-
fion. It appears from section 65(3) of the AML Act.

Additionally, the Danish Gambling Authority can have access to the gambling operator's gam-
bling system by remote access if the system is not geographically located in Denmark. It ap-
pears from section 65(4) of the AML Act. In this connection, it is common practice under the
Gambling Act that the operator must provide access within five working days and is done by
employees of the gambling operator, who appear in person at the Danish Gambling Authority
and make sure to provide the necessary access to the gambling operator's system.

213 Cooperation in Europe

The Danish Gambling Authority must cooperate with the competent supervisory authorities in
another EU or EEA countfry when gambling operators who are under supervision in another
EU or EEA country offers gambling in Denmark or when gambling operafors subject fo section
1(1)(29) offer gambling in other EU or EEA countries. This appears from section 65(5) of the
AML Act.

This means that the Danish Gambling Authority must cooperate with supervisory authorities

in other EU and EEA countries, when a gambling operator

e s esfablished in another member state and, at the same time is licenced fo offer gambling
in Denmark

e s esfablished in Denmark and provides gambling in another member state.

The Danish Gambling Autharity always informs the home country of the gambling operator
about the Danish Gambling Authority’s sanctions such as reprimands and orders.

2.1.4 Supervision of the establishment of subsidiaries, branch offices or representative of-
fices

The Danish Gambling Authority can deny the esfablishment of or set rules on special condi-
fions for subsidiaries, branch offices or representative offices in Denmark by gambling opera-
fors with a registered office in a country listed on the European Commission’s list of countries
that are assessed fo pose a high risk of money laundering or financing of terrorism. This fol-
lows from section 31a of the AML Act.

In addition, the Danish Gambling Authority can prohibit gambling operators from establishing
branch offices or representative offices in countries that are listed on the European Commis-
sion’s list of high-risk countries, just as the Danish Gambling Authority also can sef rules sfaf-
ing that the gambling operator must fake info considerafion that a branch office or a repre-
sentative office is not to be established in a country with inadequate measures to prevent
money laundering and financing of terrorism. This follows from section 31 b (1) and (2) of the
AML Act.

215 Feedbackto the Money Laundering Secretariat

It follows from article 32(6) of the 4th Anti-Money Laundering Directive that the member
states oblige the competent authorities to give the national financial intelligence unit (the FIU)
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feedback on the use of the information delivered in accordance with this article and on the
result of the investigations or inspections performed on this basis. The Money Laundering
Secretariat is the Danish intelligence unit.

Thus, the Danish Gambling Authority is obligated fo every six months (30 June and 31 De-
cember) fo give general feedback to the Money Laundering Secretariat at the Special Crime
Unit on how any reports received by the Danish Gambling Authority has been used.
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3.1 Response options

As a supervisory authority, the Danish Gambling Authority can, pursuant fo the AML Act,
e issue orders

e givereprimands

o refer cases to the police for investigation

e impose penalty payments.

3.2 Orders

Pursuant to section 66 of the AML Act, the Danish Gambling Authority may issue orders to
gambling operators for violating the AML Act, rules issues pursuant fo this, or the European
Parliament’s and the Council's regulations containing rules on financial sanctions against
countries, persons, groups, legal entities or bodies.

The order will include a deadline for when the gambling operator must have met all obliga-
fions according to the Act efc.

The Danish Gambling Authority makes use of orders in the cases where the Danish Gambling
Authority, hence-forth orders a certain behaviour or action. This may both be in situafions
where the gambling operatfors act confrary fo the Act or neglect fo act, although an action is
required by the Act.

An order must be made in situafions of serious, repeated, systematic violations or a combina-
tion hereof.

Orders are mainly intended for violafions of the rules of the AML Act on:
o risk assessment and risk management

e customer due diligence procedures

e obligations fo investigate, register, report, and record-keeping.

To a limited extent, this may be used in other situations as well.

If a gambling operafor fails to comply with an order, it may be punishable by fine. This follows
from section 79 of the AML Act. In such case, the Danish Gambling Authority will report the
gambling operafor to the police, which may resulf in a fine.

321 Immediate improvements

For uncomplicated and non-significant violations of formal requirements and in cases where
the gambling operator acknowledges their mistake in connection with an investigation made
by the Danish Gambling Authority, the Danish Gambling Authority may, as an alternative fo an
order, enter info an oral agreement with the gambling operator on immediate improvements.
By this is meant that the gambling operator agrees to correct the mistake in accordance with
the Danish Gambling Authority’s order. Immediate improvements are thus applied to cases
where an order is considered unnecessarily formalistic.

33 Reprimand

If it is established that a prior violation has been corrected, the Danish Gambling Authority
cannot use an order as a supervisory reaction as there are no matters to put right prospec-
fively. Instead, the Danish Gambling Authority can give reprimands, which is a type of order.
However, in cases of gross or repeated violations of the law, the matfter must be reported fo
the police.
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3.4 Police report

Intentional or grossly negligent violation of a number of provisions of the AML Act may result
in a police report from the Danish Gambling Authority and finally result in a fine unless more
severe punishment is prescribed by the provisions of the Criminal Code. The statute of limita-
fions for violations of the money laundering legislation is five years. When deciding upon a
fine, the revenue of the undertaking atf the time of the violation must be taken into considera-
fion. It appears from section 78 of the AML Act.

35 Penalty payments

If a gambling operafor omits fo provide the Danish Gambling Authority with the information
necessary for the authority’s supervision, the Danish Gambling Authority may, as a coercive
measure, impose penalty payments on the gambling operator. It appears from section 80(4)
of the AML Act. For example, if a gambling operator does nof want to provide the undertak-
ing's customer due diligence procedures.

Penalty payments are imposed by administrative decision, but following the police decision,
an alfernative senfence may be ordered in case of failure to pay the penalty fine.

The Danish Gambling Authority cannot impose penalty fines if there is a concrete suspicion
that the gambling operator has committed a criminal offence. This follows from section 10 of
the Act on Legal Protection with regard to the Administrafion’s Use of Coercive Measures and
Duties of Disclosure.

36 Publicafion

The Danish Gambling Authority is obligated to publish responses pursuant to sections 65(1)
and 66 of the AML Act as well as decisions fo refer cases to the police for investigafion. The
publicafion must be made on the Danish Gambling Authority’s website. The decision to refer
a case to police investigation must be published as a summary. It appears from section 68 of
the AML Act.

Responses

Responses are defined in the explanatory memoranda to the AML Act as all responses decided by the Danish Gam-
bling Authority that are aimed at a party, including all decisions, orders, actions and decisions fo reporf a gambling op-
erafor fo the police.

3.6.1 What must the publication include?

As a minimum, the publication must include information on the natfural person or legal entity
and the nature of the violafion. It must also appear from the announcement if the reaction is
referred to the Danish National Tax Tribunal or the court as well as the resulf hereof.

If the Danish Gambling Authority has referred a case fo police investigation and the accused is
found guilty by court ruling or fine, the Danish Gambling Authority must publish the ruling, fine
or a summary hereof on the Danish Gambling Authority’s website.

3.6.1.1 Modification

The publication of a natural person’s name may only fake place in case of the person’s gross,
repeated, or systematic violation of a number of the provisions of the AML Act. By this is
meant e.g,, failure to apply customer due diligence procedures, which is a fundamental
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requirement in order to comply with all other obligations that follow from the AML Act, or lack
of record-keeping of information about customers or fransactions, which is a condition for en-
abling an investigation of a criminal offence.

3.6.1.2 Exemption

A publication cannoft take place if it will cause disproportionate damage to the gambling oper-
ator, or, for the purposes of investigation, a publication is spoken against. However, in these
cases, a publication must take place when the considerations that gave grounds for the ex-
emption are no longer valid.

3.6.2 When must the publication take place?

The Danish Gambling Authority publishes responses fwo working days affer the decision or
the decision on announcing the response has been made. This provides the gambling opera-
for with the opportunity fo prepare for the publication.

3.6.3 When must the announcement be removed?

Published responses must be removed from the Danish Gambling Authority’s website after
five years. However, personal data must only remain on the website for the fime necessary in
accordance with the general data protection rules in force.

In addition, the Danish Gambling Authority must remove all information about a decision fo
refer a case fo the police for investigation in case of dismissal of actions or charges, or acquit-
fal.

If a report has been filed to the police and a decision fo do this has been published, the Dan-
ish Gambling Authority must publish information about dismissal of actions or charges, or ac-
quittal upon request from the gambling operator.

3.7 Right of appeal

It appears from section 77 of the AML Act that complaints against the Danish Gambling Au-
thority's decisions may be brought before the Danish National Tax Tribunal. The part against
which the decision is directed can appeal. In pracfice this means the gambling operaftor who
has received a decision from the Danish Gambling Authority.

Complaints against decisions must be brought before the Danish National Tax Tribunal no
later than three months after the gambling operafor has received the decision about which is
complained. If a gambling operator, contrary to expectation, has nof received the decision, the
complaintf must be filed no later than four months after the decision, about which is com-
plained, is sent from the Danish Gambling Authority.

Decisions on orders and reprimands can be appealed.

The Danish Gambling Authority’s decision on referring a case to the police for investigation is
a procedural decision that cannot be appealed.

Additionally, it is not possible fo appeal the Danish Gambling Authority’s publication of a re-
sponse on the Danish Gambling Authority’s website.

Furthermore, part 11 of the Act on Gambling on judicial review applies, which means that the
Danish Gambling Authority’s decisions in relafion to the money laundering legislation must be
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brought before the court no later than three months after the decision is made. In cases
where the gambling operator has appealed fo the Danish National Tax Tribunal and after this
wanfs to bring a case before the court, the deadline is three months after the Danish National
Tax Tribunal’s decision is made.
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41 The Danish Gambling Authority’s duty of confidentiality

411 Duty of confidentiality on confidential information

The Danish Gambling Authority's employees are obliged fo keep secref the confidential infor-
mation acquired through their supervisory activities. This follows from secfion 69(1) of the
AML Act.

The consent of whomever the duty of confidentiality aims fo protect does not enfitle the em-
ployees to disclose confidential information.

4.1.1.1 What is confidential information?

Confidential information is informatfion about the commercial and personal affairs of under-
fakings and other information that, in view of its nafure, is confidential. By this is meant infor-
mation that directly relafes o the circumstances of individual customers or undertakings.

Information, which in view of ifs nafure, is public, for example financial statements, and com-
pany announcements is nof covered by the duty of confidentiality. The same applies fo confi-
dential information that have been published and has become common knowledge.

4.1.1.2 The enhanced duty of confidentiality

The enhanced duty of confidentiality of section 69(1) of the AML Act means that if is a crimi-
nal offence for employees of the Danish Gambling Authority fo disclose confidential infor-
mation about supervisory activities. Thus, it is not possible to have access fo documents that
are covered by the enhanced duty of confidentiality. This follows from section 35 of the Ac-
cess to Public Administrafion Files Act, since the right of access to documents is limited due
fo special provisions on the duty of confidentiality in the special legislafion.

4.1.1.3 Exemption
However, confidential information may be disclosed to:

1. Supervisory authorities pursuant fo the AML Act (the Danish FSA, the Danish Business
Authority and the Danish Bar and Law Society).

2. Members of a collaborative forum (HvidvaskForum).

3. Other public authorities, including the prosecution service and police in connection with

fthe investigation and prosecution of pofential criminal offences covered by the Criminal

Code, the AML Act, or other supervisory legislation.

The relevant minister as part of his/her general supervision.

Administrative authorities and courts processing decisions made by the Danish Gam-

bling Authority.

The Parliamentary Ombudsman.

A parliamentary commission set up by the Danish Parliament.

Commissions of inquiry established by law or under the act on commissions of inquiry.

The government auditors and the National Audit Office.

10. The bankruptcy court, other authorities involved in the gambling operator’s liquidation,
bankruptcy, or similar proceedings, curator or persons responsible for the statutory audit
of a gambling operator’s accounts, provided that the recipients of the information need
said information to carry out their fasks.

11. Committees and groups etc. established by the Minister for Industry, Business and Fi-
nancial Affairs and the Minister for Taxation.

12. Supervisory authorities in other countries within the EU or EEA responsible for supervis-
ing the compliance of gambling operators with legislation on preventive measures
against money laundering or financing of terrorism, provided that the supervisory author-
ity need said information to fulfil their duties.

13. Supervisory authorities in countries outside the EU or EEA responsible for supervising
the compliance of gambling operators with legislation on preventive measures against

AN

© o~

Page 16

Sections 69-69a
of the AML Act
and sectfion
110b(3) of the
Administration of
Justice Act



The Danish Gambling Authority’s anti-money laundering guidance

money laundering or financing of terrorism, provided that the supervisory authority need
said information fo fulfil their duties.

It should be noted that disclosure of information to foreign authorities covered by item 13
may only take place on the basis of an international collaborative agreement and only if the
recipients are subject to a statutory duty of confidentiality equivalent fo the duty of confidenti-
ality that applies to the Danish Gambling Authority’s employees.

It applies to all recipients of information in items 1-12 that these are subject to a duty of confi-
dentiality equal to the duty of confidentiality that applies fo the Danish Gambling Authority’s
employees.

Any disclosure must take place in accordance with the rules of the general dafa protection
regulation.

412 Duty of confidentiality on information about a person who has submitted a report to
the Danish Gambling Authority

According to section 69a of the AML Act, the employees of the Danish Gambling Authority
must not disclose information about a person who has reported a gambling operator fo the
Danish Gambling Authority due fo a violation or pofential violation of anti-money laundering
legislation, for example through the Danish Gambling Authority’s whistleblower programme.
However, personal dafa may be disclosed fo the above mentioned in sectfion 4.1.1.3 items 1-
13, provided thatf these are subject to a duty of confidentiality equal fo the duty of confidenti-
ality that applies to the Danish Gambling Authority’s employees.

4.1.2.1 No access to documents for parties

Section 69a of the AML Act is a special rule that enhances the duty of confidentiality in such a
way fthat not even parties defined in section 75 of the AML Act will have access to documents
about a person when said person has submitted a report of the party’s (the gambling opera-
for) violafion or potential violation of the money laundering legislation to the Danish Gambling
Authority.

Thus, if a party does not have the right of access to documents according fo the Public Ad-
minisfration Act, notification according fo the Act on Legal Protection with regard fo the Ad-
ministration’s Use of Coercive Measures and Duties of Disclosure or right to access according
to the general data protection regulation. The Danish Gambling Authority will thus, upon a re-
quest of access to documents be obligated to anonymise all information that makes it possi-
ble to identify the person who has submitted the report.

4.1.2.2 Whatis personal dafa?

Personal data must be understood in accordance with the definition hereof in article 4 no. 1 of
the general data protection regulation. Therefore, this covers any type of information about an
identified or identifiable natural person that have submitted a report to the Danish Gambling
Authority. Thus, section 69a of the AML Act covers, among other things, information about the
person’s identity or any information that indirectly makes it possible to identify the person.
When assessing whether a person is identifiable, all the means that can reasonably be ap-
plied fo identify the person either by the data confroller or by any other person must be con-
sidered.

Information that is anonymised in such a way that the person’s identity cannot be derived
from it, is not covered by the concept of personal data.
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413 Disclosure of information fo participants in an operative cooperation

As a supervisory authority, the Danish Gambling Authority can under the AML Act regardless
of duty of confidentiality stipulated in other legislation disclose information to authorifies,
businesses, and persons participating in an operative cooperation, cf. section 110b (1) of the
Danish Administration of Justice Act if the information can be significant to the fask of pre-
venting or combatting money laundering and financing of terrorism or other crimes stipulated
under section 110b (8) of the Danish Administration of Justice Act.
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